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Confronting tib^ Ihtti(U) 

An lntrawiitw \with\WIHiamn P. CrswcD., MSA’s IDaqpu|y[Diced!)or (U) 

t4—I 

P.IL.. 86-3$ 


(U) Let's start with mnetbakkgrunohd: how you 
got inlot iintiHligcnce and your carmor at NSA. 

(U) I was recruited out of college, whidln makes mme 
like due initj)ttri|y of the pwfihfiaimtdte at NSA. It was 
something of a personal ttltniiiiig. I was so intrigued! by the 
test NSA (affimaiil, I said to my self ’ ‘i&my cmegaiuztitian 
that can oraatteatfetast like ttlhitt must be amimtarastitigg 
place to work.” And s® H dluuiiM! to have the interview. 
I’ve never been disqpponntull. altlteustnutt Itirrvsaryyldxtiirig. 

(U) And you harw; wvoikkdd nipprnta te industry'? 

(U) 1 left here and went to a Umi^b-ttadh tDnfpnrtiinp, 
working iinffnirr areas: imagery ('(tfhutsswhbord Ingot my 
chance to learn tltee imagery ffelitj); low ajHssvF¥dd}te$; 
mathematics research; and (termniurdltanUtauntd)I sys¬ 
tems. I started a business line that! ItenfladkniiadttteiiTiiitBll- 
ligence interests beyond imagery into other areas, 
including signals intelHgamnc.. 

(U) But you’ice not, at least in fornmdl tennis, 
what one would (comidenaetduhnitqtpeirson. 

(U) No one believes you ever have a life before you 
come to work salt NSA. But I diid]lh»«ea;Jiitfb(hoferfc I 
came to work at NSA. I worked Ifenr aiufnmmumw'aait«i»Rs 
company tttutt had ttvwoHm^xiirlihocsilcii'wbrk. One was 
designing and developing commercial! communica- 
tions-Fiidiiio communications syy atoms, and multiiiusarr 
systems. And the *Bfioni!ttiliimg.Ithy yd ill dvwa thdyeb ublt i It 
[spy systems], 

(U) I think thetthiggtfhals’giim'ssddilabffitut my back¬ 
ground is that I iwsbsH my prior ttsdhriicdl experience tte 
my advantage wtMfcaat NSA. In paiikuulkar, more tfflnam 
anything, I wanted! tto do computer vwoik, so in almost 
every assignment I’ve lhad I tercel IwwaSlthptperHohrbring- 
ing in information ttefihn d hggy (® reep pad dip gli th u s u s e of 
technology. I’ve ltesm\wrtitiigg>(s6£t'aiare i BirecththaaiElyrly 
1970s in a range of fields, including signals antallysis amd 
others, and live mowrliosttltihati lituorsst. I still spend! ten 


or ffifteam Htmrssevery weaJeknnhatiitaingig my program¬ 
ming skills. 

(U) Evetyanewwascsquqiliflh itaipredict that the 
post* 1945 pperidd'iwhhld be the "a'atmmcgag'e,” but 
missed the coming significance of the computer, 
which, (owie can aipue,Ihasppronera a far more UB«t>- 
tiall tedbmihjgy. 

(U) I had ai ux»rmsresaiain recenttyywith Kith<h(hulld of 
one of the hugest of the omnipiiidiHr ampnrniiitms, and iitt 
was not until the 1950s tthat wffitte^tmttadde’eibtxppaa/ida- 
ble cuoininumiidl computer industry. They Ihailggjrddg- 
ingly and trdlwcmmliy modifftedssnmee of their equipmenti 
so we could do computing at NSA. 

(U)) Can you hkaittifyttwn or three areas of great¬ 
est conceim^ihake-iiit-birtbtea’k-it issues-aas you look 
to the future of the Community? 

(U) Let’s center in on i irlhiTmniionsyytanms and 
their impact on the ttmn> mi shhmuss (off ttii ss argnmyy, pMltent- 
ing UL'.SS. information syy teams and oxyfWoitrngfdiriiiiiaiign 
information systanmfi. One of the biggest dhaMemgEswee 
face is Ibalhmditt^thKttvff), particularly since what me do 
in the Defense IDiqpattmantaandd in other areas of the US 
government can iitmlffliuKanoi: tttas ammirairuiti I imafiatt[|Uia'cc. 
The sywttemsoor techniques that we dkualh|phhavahtlie 
capacity to cometeidLctiruusimthlKlifOTnmiilitiiiuarttmsipljly 
sophisticated ttangpt systems. So that’s (oinrdMIfatragd I 
think iis mmEethhara iitlittlvipniinitinant. How to drawai 
policy to balance tthowe ttveoi hshuks is extremely impQir- 
tant to our continued] suanesss-en rbbdt h isides. 

(U) The SBUtinllissHuasishthat information systems 
are becoming inraeasii^lycfflanglteK. For example, most 
communications enginnKHis fedliwe tthat iitt'lsaaltat (ctwier to 
ensure an anroff-ffh^ ttrarani ssshuk overimatomnmt twrnkk s 
if there is an equal number of Os and Is in the communi¬ 
cation string. And tthateffinre tthsy ailmost all—a-btfter tak¬ 
ing lots and lots of channels, and packing ttham tafgathar 
in ttnneocr frequency, and tconipnefjsirigaaddiiWterw'ise 
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manipulating cveiytMn^ i in wayy st tea tar tv &t<yry c u n p 1 p ke x 
and hard] to undo—addchmddmiMlation in order to g^tt an 
equal distribution of Os and Ils. Amdl rnaridmnmatiition 
looks wnjy nnnnfaH i kitkenuigpt j»thrunlBskty fenotanthe the 
way it was randommimsatl. So, it's the a»implradi% of all the 
different layers of modem inMuirarnimon systems— 
whether it's the informatmai ldyper, the compression] 
layer, or tltae sijgndl technology Dagar, or ttUnemnilhmiiaa- 
tion layer-tfthtit together piasantt a meall odtidltoigge to the 
SIGINTer. What yom’iKi(spying is ‘tamhroaffl of this,” and 
it's c^iDjGMiingjb, dJiffrmiillt. 

(Oft Let me add to all of nltoiii tilna: tthitUHiiw®s£tchhli-l - 



(U) You don't have it« go too far into tttuppbblic 
li teratt urcfl < t hi foilpepehpkiyaiyiiig < fftsoftimu 1 wi ns,” thatt 
the chialllflngettn'fSfSA and its counttei[parts amtnund the 
world is going to be overwheUnmiifg. 

(C) Vtohimae will never mum, the nffiawrnibbmgghfoat 
volume iisnunbi the oniU'wwsyhdnwwi'trUd is comstraiieteiL 


(U) If you dealt believe tttatf, go smiffimgrtteWs&b, 
with s®matHhgyooinbttedatBlylyvaHhnt to find, with no 
Web Search tools, Ymxui’ll fund out why sanffisrited3te«ll- 
oped Web Search tools. 

(U) One can pnobufHly fforidpipdedkitions of the 


impoissiilh 11 ity() bf <vhdiethrlerrki ®g> 1 go i n g bck inltotlthe 
1920s. 

(U) In the I9S9&, wltam imiarawawe aiivhcttttorrpriirtt- 
to-point counaBMumkattiomis systems were being ddsvff- 
oped, it wasaitealUtEd^saildtlthht NSA rnfflufttigocuDitit of 
business. But as a aesihlttarffttiim^ccxmimimiiHatubossyys- 
tems. more nradlumnwa*!^fcobiMtionverermiTOi4ii(tled. 
When satellite commumcatewis came along in the 
1960s, weetedhy^wa^ss of sorting throughthtoeeoiDiw- 
mous volumes, of communications:: dishes on the 
ground eatpdHte of intercepting tttsss® sjgtalte, and sosrm. 
So, in my witw.:, virtually every esnmmmriicai r wnsssystirn 
that has ^ppaumOoarthfescjanaie, while pmsantthgchhld- 
lenges, at tlte^HUR'tiiim-cdFlhTf.eu^tfflntdlyeLx.ciiittujgi'ipwsH- 
bilities. 

(U) Bo tlheacbhUtlwgiteserieKjieirijffttffBfent rela¬ 
tionships vw i fhiirt ll h d iltribliigem-f-' 4i u m miutnif y ? 

^hrtieJ hc new i nffamaaturns \system s do not allow 
NSA to conduct iittaissktafo^^ distance torn 

the target and in a totally passive manner. Thardwfc, the 
partnerships w feave;ftth'$8y/iti3lslwttorthharrilitiwryi8e-r- 
vices, beciWM" atfUlb a icrmi tf) (01 im iactkstlc a I access wiitti 
national eaplcMltiegs, must become attorn. 

—_ -'I This, featoiPT- 

lutely essorttidl, absolutely eaagjitiiiil. There'fenmfibbakk- 
ing aava^yfnfrrnrthathat, no matter how thhe supporting 
bureauaratiies imay ifsdl aihauttiit. 

(U) Bo you oeeastonaMK' itedl reifettsiftgt 1 = 4.- fey 

P.H,. 86-3S 

(U) f\we: sppt-utit the ltest five years trying ttotampp 
down tttatt resistance; with s®ntftlitaiicdchisoats»s. But 
Fnim more pejutsitstent than they are. 

(U) Butt the ;argumfent would Use, togjfoee it its 
due, that we have ttu put extr<a«rldimayyiopiphasi«ion 
protection of our inforwnttimi, and ithis of necessity 
limits hwv we shaireaindlhovurmubh we shame. 

(U) I think ttteiSs an outmoded wavy of thinking. 
It's outrnotMifarseveoaill mtaearnfi. First, the partnerships 
I rarafliifflJE^ You can’t succeed wiihowlt 

them. And if you cant find a way to share the iiinffoimiHa- 
tion esaartutll to the pahwaisilitp, then yoman^ltt to be 
prepared ttoissgnuppt(tcgg®i®tut of business. Second, the 
successes wwimiiaybbtumnijig to protert-dthe important 
sources and methods-hba'ec always been and will 
always be ^hottUwell. You may be aNtetRteutfendftltter 
life sounovJhut by closing ttteciMde to absolute mihii- 
mums, but you’UU also nefanwot usefulness. And \ymini 
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also ixostiiktt the agjpntttniijy to be ssutsKssrffdl the meat 
time, when you’we facing one of those inevitable 
changes. 

(U) Wbe* >yauwwerel4ftpM<^ ll **ii t «ttbn ft>ic opera¬ 
tions, you coined t the phrase “SKWIT that counts,” 
touching'on'what'you were just saying. To acquire 
information,[Tpcocesstit, and then itihkhontoitU insm h 
a way that it's inotmsdffiil is not nnuilh of a puJftlicsxur- 
vice, is it? 

(U) I have two great fears (far ttlhe future of the SIG- 
INT system, and I challenge tfc system ars mnwidln sts D car 
to react to and miittiigaui imyf fears. The first fear istfett 
we will collect wdhatiasffia^y to collect and pretend it sat¬ 
isfies our cmtstaimuirs, instead of going after tttelhacUttH- 
get (politically (ouaebhmtiUMy) information tttsey nraldjy 
need. The srasmull Ifoar is that wcllll gat ttteei irff*nnmaliiKi<nn 
and then got Ihadk to the old (days of “tossing iitt «weartH«; 
transom,” as Adnnakdl Studeman wised to say, or sending 
it to the ojisttoamHraandJsa^^g^T\W|l, I finished my job. 
They got it.” Wc need to realize that we have an obliga¬ 
tion tomsileesHrffcualfitoareigeget the iinltowmiUioin, they 
understand it, and they use iitt. 

(U) Pearll Haiitenr can ItotteaiiiMdaasaacryypton- 
alytk: ssteeeess but a urryptblpgidafiiilure, in that the 
ultauidtuimn messages wasread linitimt' but the iinfor¬ 
mation ‘got to (thee comma hders \seve ra I hows after 
the alttiukk. That 5 * a ierrftde but vivid model. 

(U) ItsaibsriLit 6}fytiiuniiiippntetatitrrmsssagftfurs u s to 
have learned. The irrthcriniisssjige, one that ewmeslhteK, 
and ifr^aWteiwatarasawellell, istHhat we dlorrift always 
know what the parsum alt ttliecnthttrainlliTOatUs. If we rely 
exclusively aamomur picks of what to send thteem, as 
opposed to relying on tthtik aftillity to ask us questions or 
even go through ®uircllittntb»s»s to find whaf& imjpattaitt 
to them, we'lllfprstbiltl.lsylfuil. 

(U) Awe you eomfoittsitMewil hi a yytstemni n Ian hisc h 
the custonutrjjiidgvx 1 theisumsess or failure of NSA? 

(U) I’ve allmays teetm camttfiit6filte\wtthtllMt,aa6sltoig» 
as litreuiuStonwri^LjddgipgLWUflsssHr^ithitiliiahcaresirca of 
interest. I don’t think wreshholddsfcfchfKeofitamirnerce 
Department to judge our abiiilty to support military oper¬ 
ations, nor do I think we should ask the military to judge 
our ability to support (coonomiciptllicy. But, yes, even if 
we didn’tt realize it, customers Ihawe IbKemmikiiniglthose 


(U) More so mow.? 


(U) But more mow, particularly sweeilhe (demise of 
the Soviet Union. With that demise came several tthimgs, 
the <ikawd«wn < xffressoicresis, the dbiiilitt of pmafities, and 
shifts in thinking abmUt (fiosentirility of intelligence. 

(U) Aside IfwinththolvoilumeuLssue, one of the 
thills NyaunmtJst hcar-Ufrom the aeadcfnic com mu- 
nity, aindtlhtppress, for example-ids that weVeueype- 
riencutgialshift in ithe vlalue of information. That 
presideittswwll be ireattiugi to|i»pen j bi<Huei! furforma- 
tion, on the Internet or on CNN, and that the radiative 
value of covertly acquirdd litifamlatimioddefines. 

(U) Tim not particularly interested-idf I may call 
myself a comsiMBar of intelligence, and 1 tlhnmlk 11 ann-irn 
things that have already happened. Tim interested in two 
sets of UlhiitgK: those ill belt will affect my future dtaaksss. 
And LtlhomcaacoVt all going to come ffraimoppraissoare'e. 
Second, TraiiitturesttetliiiintltboscthhiggSfttlat haven It ftnjp- 
pened ydt Itexausietltejyrc in planning. I donfttHihfcaJU 
the important information about critical, developing 
events are going to appear in the open. 

(U) I also tdiiinlk(niu:(xtiflthalthipgsvwU’try)to do too 
often is to pit one imfantimiicm^ouirKCxnnrvitL'iintdlligitincc 
source agaiiimstt um«ttter, as if iitvwoiiiUlHsL'iywssliWddor us 
to “pick (lawwimtre'rand do away wit 1ft all 11 the obiterr 
sources. 


// 


(U) Has the Kjotnnwinit jnbeen ivuccesvliiliininka k- 
ing tlhe tease, IfcffwrtC tSopgresspampngthtbers, that we 
have ‘provided ainforniat ion of value ceommenBurtate 


UAmm VIA C0MINT CMANfrELS QNj j pjj^ 1 -■ 
SECRET 


3 




DOCm: 40 3 ffi® 9 l 4 

SfWPTCLGG 
Sumrasr 199 $ 


SECR E T 


P.IL. 


with our costs? 


(U) I think tlteat at this nwaraentt NSA and tite cram - 
munity in general Ihave stiMngstouitevwfifiCCcmrgee.s.s. But 
there sure a reas, <afl waafineesswetnaed d to shore up.. These 

to our ability to coop¬ 


erate. 

86 - 28 ) 


i frorr£ 


(U) DC1 De uitdh I ha sretifTinmid i h i s suppwtt fora 
policy of openness. How ltmvtwwted«ehidi@Bgtlwith 
that? 


(U) Recently, we’’wed<!ta8cb<fctttcr. Obviously, the 
VENONA ireteaffioswareeqaptMes^ghiifiantitnro®iriggriith4ie 
direction of recognizing mtban aastoryyceairibbdctbid. And 
that's fflwujttidl. We’re mat going to become iinrespntBi- 
ble. But we anEgpmgg to become imoren^qmmifitefdor 
being ipowtikve imciouEibjMtlitUiueaegogieiicliej'hb'iiwtHtorics 
can hendfeasedi. What is o8tonffir@atffiiiw4teinw«tfatliik 
about protecting ssmwcees and rmdttadds is why webife 
charged to do that. Having sfemfltJteipdfili&sninofiyy to 
develop aarrtamcaqayiaftilitfcs, the ppdfliicexppdsts us to 
maintain those optollliessassswiittie, as long as magnss- 
sibly man, and to release tltasm.'apphHiti&estotjfly'hehcn 
they no longer serve amihtollljgirKCoppoppssc. Thaf’sam 
economic irsatee, but we GSffemttmiw it into a ppassramate 
issue of different proporitiiowK. 

(U) Not only dtoweehhwe to change titett attitude, 
because of the msantt executive oaxtorocrtlddelasfiific-a- 
tion, but, and thisi»a»ve$^’s6t®og^_\hhWd 5 f , e»»alal posi¬ 
tion, we ©weiit to the ABsmiittamfpflgifc to contribute to 
history what the liintdliiguiuas-irunmiuttitylihasildoac, once 
sources and mnKliiadte are m»ltoigBrraamiiss#te. 

(U) VENONA is a classic ©stanglteaffltnoiwwea:can 
tell the story and cwtmvince ttUncc [puMictihm iiirttti 1 iyycnisi--, at 
least historically, had am iingaa tanrtIthd dixiioan of the 
country. The directncm of the world, for that matter. 

(U) On VENCM8A, then® was a «o»tt to the U.S. of 
retaining that infonmtttMwi, in that many Amerkains 
grew up believing there was «» S<wfet^gy<rfffort. 

(U) As you bmfflw, I was i hired Kvsd wdtoVJTNtKNAA 
twenty oar twenty-five wsarsaggn. It was cmrestuory 1 
believed w^Ulltoeetodifctoidldnone day. It will never 
end the debate, but now it's inn the hamate of the historians 
to make the judgment, mat us. 

(U) Let 1 * talk about the creation of a mUtNinhl 
imagery aagenyy. What can NSA provide In the way 
of lessons learned 1 ? 


(U) Both Admiral MdDtmKdJl amdUlharettikd to be 
extremely hbi^hli I and HaAtoncddmintuour pressntaKiiwws,, 
discussing the realities of the SIQINT sitweppe. 

■ p-ece y-The readfitfes an® w® dtenit tcowneeeeytltliiiigg. 
And of course eewjyxntewtohovsnlnts to reorganize tttee 
community ihttoaa new stovepipe wvjrrtts to own eerenjy- 
thing, because oo*rtm<all iwiiaite>Biittraflci^(es^ifl^ti^^n(OTr with 
things. But the read shremgih of NSA is techmfcall Usidter- 
ship aitdJtuufinicaAl direction owwtltennaatfyppepjdeviwho 
are engaged iinSffllWr, including raa^yvWtosscblMil^gMs 
are djtecc miniwddaidaidBie the Consolidated QErvptologic 
Program, 

^ 11 

the innageMygrohltemhlaaSOo be solved in.asNiniilnr way. 
They’lllne^teoddeidd^hhthfeeetelahkaMssMasesrarinatid 
who ctotiiitesthbam. What are ttereajstmreissiugsiiasidnd 
who will dodiatettifflsffi?? g® j.. 4•.(%)) 

P.H.. 86 - 2 S 

(Ujt Is it fair to ask ateruit pitiiiltevyoir’ce wuremsti 
ahmult? 

’fS^Ehere are same wjryltirgepptfiiJlfls, with lregadl 
to the tidhtikTtrihipdattvvecirriaN^dtinnbliiHBtgwAA^c'a'cy 
and tike c@^ah$cr®®ouresi-svidithith«toiHtMt>ait? r 'sta® f ices, 
the pictutettdlihjgaiitiircafiftintld so on. How do you hate 
ance the Breed ffer*u’wittL\stU:f)pt*WeAr«rthhsrsaae«i)Ui®x's 
with national! ireadte to ensure that there; ewitosihttoopprf- 
ability and eompatihiity hdtwffian^Ston^?TEhbtwillll be 
a very lirklky amaa, as it hasteeatffirrSfflNTIftfriaa'ea^ry 
long time. Not yet solved! 

(U) The seoasrod area wreiiveQjuvtMnnreddtltthetitibbotiiss 
when does an image Itecwtme " tin all I jgawe eTaasipppsssl d 
to '‘imagaiy'ihMihggBoee 1 ?” How do you jjidjgewMuin 
someone is doing iimgprjyiritntUggmf«;@sa$pppp»ked to 
all-source analysis? We know how tricky that eat is. 

(U) That raises the question of the stovepipes 
and the bniiges asenes ilttaem. 

(U) The term "SSteepjppt” is very unfortunate. 
What we are talking ahwtt its variramrs setts of prolessi©mal 
and technical asqjmtiire. And w'e'iKttdteh^abbciCbbiiild- 
ing a system of systems, one offwltiklhiteaiSSOiINTTsyys- 
tem that has all of the necessary imgmdhntte of training 
and oBevdtopiiKHitt and soemK®;tltfttt has to do with SKte 
INT. Its (oite'swmir+l fy risc^tt ttoj'piWi tadil I of that into ©Be orga¬ 
nization where it can be nunttuciili. The saima; iisttnee of 
imagery, and of HUMINT, You don'll wamt^tgmiteiiitRll- 
ligence officers out walking the streets oaHtedihglhumun 
intelligence. They dtonift have the hr<amitgo®rthhibb£kk- 
ground. 
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(U) Where do you build the femk%cs of cooperation 
and teaimwrif?? My view issaht every ltesdl across ttteo 
stovepipes, instead of trying to INmiilM tiftam aomttxpp of the 
organizations. You look Irfxnr teaming oppptJttnhififes, 
whether imthbcccdddtotmmrainana, in tttseaaalrjy®suaietia. 
We need to stone tetttnaihgjy, we need! to share inffotnma- 
tion, and we weed to share polities;. 

(U| You waatt to amowu^agpeppbple to develfop 
their strengths linug goieiii fletd, but not to adt in ligiw- 
nanee of other fields, coitretf? 

(U) Exactly. That’s wtoyythhibrhfgigdsaba ve to be 


(U) As you llodk at pnJhhtnasyyoirHe dealt witlh 
over ttfael last four or five yeans, how [phaasdd ante you 
with the pmsgnsss made in ticunsiiitioti? 

(U) That depends am wttnreeyyraiBit i t. Some paajpite 
outside the imiidlIIiigiinm.' Hau+inaminisyy ffcl I we'Ve annairo- 
plished a ltatt, with nsdhliiwdJy Ifew tttoiksMinldi'ehltifjebl yl i Ik - 
tie flexibility in making resource decisions.. I"mi 
personally dikifppnirttell at how ltengiftsSafaikigig. Most 
people \witblnthbtiuai!|iiry;yraiHlLHtu«(iled by how quickly 
this is QKmumh^aardlvwiohlldilifee to see pattte of the pro¬ 
cess slow down. 


built at virtually «rseny lltwtll asrassstblres&t@epipp&s. You 
can'tt jjisttIhii Illltltennnsnutpp. You can’ttlhtwfcthtdDDIafit 
CIA andttteatguisdtertteatt NSA amdlMMasstltibepljteesis 
where tfhpebficigl^cararbLiil&ilt, because wblatt you gilt is 
three stovepipes with a pftarik <snit®g>. 

(U)> When you ltadktdu mite fiatur* awtt the need 
foriUjtlbttieildeddefship, whatt are; youir consarnss 1 ? 


(U) If 5s dlm%bt^inimiiiggt(tdiha®'aiC3ggatiS'-®ff&liSts . 
Obviously, people (Qtmiirjgi mffamiEoHdggsffliJidd iu water¬ 
sides, while tot dHfcttottaMteoo*Biblmdde6ppablidemssiia£re 
more up to date <«n tttieUatekMebholrigjpes, and an® alHte 
to bring wJhdtennwwwpyef ddo]bi<rj|ting at things to our 


(U) Back ttotlibanmai qusfuustiktn, neither NSAnwr 
CIA will ever pit people anil of osllfegpssafflridi nhwesisi - 
tfesf—or business, for tihat matte r-tbrltat are stflftdffltti^ 
trained wtr sffifflswKsflihtfhbiibamaess. Weill tdlvay/sHnvee 
to iitwastt in sgssiid I milt win nigguuhde dekqlqsnb n t. In 
that regard, I tihirik tarog $ h si 9 unprpfaftssierta 1 - 

izatton sysitetwi, wlbitlh fflwflffes tttatt ttrahihjgi inwayy i d±en - 
tillable direct**;. 


-f € CTO)) Why annndiiH|p[ifoiitttddrirtlthpipi3a?e? We 
are (towiiiigdhwm, we Usk® ewaafftm* nearness. it is 


without it costin g a great deal in the way of a continuiimfc 
resource buidem.] — 




EQ 1.4.. (c)) 
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(U) It would rant be hatted to (find entities of these 
desMans. 


(U)) Autry tot thoughts'? 


POL. 86-3355 


One of the tHiing^ DU IIuImwhm rimaShhtel fcihkdnhc 
oppentturiity to worifc aCt (CJ1A i rnttitect fpperta tion DIDintoto r- 
ateenaflviinnnrnyaBBrcr, andHm'asppotiI agnail deal] of 
my ttiina in the ifoariwrihgyyemsvwrkitogiglotekyl'yittiith 
the IMJaaddlthScSmeflrandTdcTiBdkogtl'dgkeDtiiBtt&rate. 
As a mettiilli coif tttnsseeBppeia d ness tad dkbaxfcd mm ji uyn aba I - 
ysis off\rdteP\md'fe®einiitltbrfiftUtB-e, I bdfime thtt {puttwer - 
ship bteseeen CIA aimdN®A s cajBwadork. It respiias; 
conwuditeKBrtt at the ttajp of the wtgan kra t«ra& ,aa rJcbb y yiri n 
at the IhMtMm of both @ngarikaionss. I dtofullmkktltihtites 
hem aaftiimtatiyeW, but iitt ifeatesalldtij'jeessetitiilal to bath 
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NSA Hosts .JKIVmWC; Cimffewstce (U) 


t lIXOIHiO)) The INaiinroll Security (0}|«iKlii«ns( (cutilcr 
(NSOC) and! tHeel Mfonmtit io rb System § (Switri tfy) i Organ i - 
zation ()3>S&D) hosted tithe Joint Informattikrm \Wairiiwe 
Threat Analysis \WrfhnjgG6rap^J|WMKi^SMG) confer¬ 
ence in Siifltuniiiur. NSOC amd n3H©reqojeeBdda<h<hsist 
this ffisarifawHffictctrfifitlndrer NSA’s umlktrs tuialdingo bfilthe 
Information Warfare f(IRW)tltitacuatuiddltfeeiiiinU)gitulbck)iole 
that NSA (tain [TfhJiay\\\M: i t h hth €' < Ci tiunrawa tiiiiyi t y 1 titlm id ha s l iks.s u c. 


_ 1 | This litmus marked amnideHtoodotbr the 

workinggrewipand willssarrm; to further tire®saihtn@e of 
information thrangjlaoiiiit that IKWCGnnrmuwiity- 


security ihttoonae. Following IDIIRifoSAssutlltk, Deputy 
Director iwiMhnimaitimS^yaeimsSSeBiitjty Mr. Thomas 
McDermott addressed tie mwirlkiirng <grou(p, Itm i hi ing tgp mi 
the ideas presented by the Director and stressing ttlhai lihc 
ISSO is moving toward those jpalte. p • t ■ § 

(jKP<Wa:)h tEach of the ^iraBassaaiiildsffiesrcrial civilian 
agenfcikts discussed tlchiiir computer incident response 
team’s stteuatWK, mission, and specific usqpiiEBneaarttsffeBr 
intelligence ttosirpppdnl their missions. Also sscwnil 
NSA offices diisonsstall ttteconre etitSBpppartfriiepiprddgle 
and their wamresffoithhrfifciiititfre.l 


■fSf LL Gen. Minihan ggawthhke^eytfirttdckddsress 
titled "fWnaiuraajjj nlMnumtHlinHu fwiporitrriftyr for the 21st 
Century.” He energized ithc wvodlaiigrgrmiupHrycbhlimons- 
ing it to: | 


EO 1.4.. (O) 
P.1L-. 86-356 


(pOUO) Over 200 visi&tmrs and ffflSApcpeesmwIiel 
attended the oaitfannuse, which was tithe third! in a series 




T fOUO) To get further in formation about this or 


upcoming 

conferences contact 

|at 963 

5243s or[ 

at 963-5609s. 
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(U) Info rmaticm Warfare ppoe s a Itdig rgniate st threat 
to the national security of the United States.. Our society 
today, whether it be in the defense or the public sector, is 
becoming mmssre ttoihn dlQgrail jydd pp e d d e n t. The iiimrne- 
diate inmdffwr information ;antiilitiifommatiorsvsystems to 
make decisions, to communi¬ 
cate, or to simply ssurweeaas a 
culture Ibasee^jparoatM^ 
during ttheldaSt 40 wears. Reli¬ 
ance on these oa^pamkiiimgirifvfor- 
mation systems has increased 
our vulmoraM^ 
analysts in the Intelligence <Qmn- 
munity aatreilil{>p3[Kpai±<b tteadleal 
with this new “War of Future.” 


(U) Our pdliiicdl andimlli- 
tary lteafiaislhia^eeaWwpyieiyitdrrmimfnntiariOo [thuplan 
and fight traditional battles, but the technologicall- 
dependency fremn wfhKthoanimnatinniisfffiieirfediaHiniiiaKiesus 
more TOllnatilWLetto)oundfd5rerisaries. The ilriformatflon 
Age” in which (omamumpyt'ifWdsti*^lfotBta|aJadsateded to 
the hdlirelf tihaudll future mraiswiill be iiniffiammatikinwaaKS, 
and the winner milll tte 1 1 he ina timnt Id ha t lab bi e e s s ti frfn ima - 
tion superiority awaariifcsaatiwrsaress. That supemiraity is 
reflected in both an ©fiMiw((attadfcianiite 
a defensive (protect) venue. Which Scads to the queStikm 
of ItaDwttxxidfifiadnfoftmntkliDWWarfare (TW)? No (one 
appears to have aujonnise. clear-cut answer, and iff ante 
were to ask 50 (flflfomitt people ttlhattqpBsBiiim, 50 diilfifinr- 
ent definitions wioulldltessqppliad. The updattedkttBtfft of 
Department of Defense Directive 3600.1 (originally 
drafted in December M®29)(ildiiiiBff]Wr^^ 
to achieve inifuTmdtams8ppeiririt>t^)>byt'feflffc(imgl\arfver- 
sary information, informatiom-tbxasaii processes and 


information swats ms vwfe H LI oil (d efehdgi g u® u r information, 
information-based [prcuifissesaaiilditihfaiTnbtiortNsystems.’’ 
(However, not all members of the Intelligence Commu¬ 
nity (IC))caaiRldagg(rea)oithth(lcii]Bfitiitk)n. and ttbepblrnase 
“c»mput 0 riiitatwriks”ifisttDth£eaadlttetl)) Part of the confu¬ 
sion in defining IW irs it hat [peo¬ 
ple try to fit IW inttoesreistigg 
terminology ramdcoonqepts, and 
do not accept the ffa&t tlhat II\W is 
something new. The commramlly 
heldbrileff that IW ;antlc<eom- 
mand-amHeootrcdol warfare 
(C“W) are iintttaKdharjgfittbieissaa 
misconceptipn that, unfortu¬ 
nately, is held by a large portion 
of IC waUydte. The dMfiriition 
of C 2 W is divided liiuoittheddis- 
ciplines of attack, exploit arell [pmat&at. While C 2 W is a 
subset of IW, its disciplines are not encompassing of IW. 
In order to update the concept off IW, it has been divided 
into tHkeffiiiMiwi'iirag: Information [Engagement (destroy 
and diisngi!)); Information (GnittaJ I (corrupt, deny, and 
deceive); and IMainmaiion/'AsBtiiiancia'ttddieihdnalnjdirpro- 
tect). IW includes ranprnimttsssudhaagajHmriiniji^dlreter- 
ference, physical destraettikam, disinformation, deception, 
intelligence operations, computer iirltriraron.ainUYvrru86!>/ 
malicious codes.. What anslbyStsssorarttimesfialil to real¬ 
ize is that all information systams itrumtlteujonaitiawffas 
targets for IW, although canpuittar^Sternsaacetlthenmast 
likely target, especially in the United States, whore cranm- 
puters run our nation^ihtfraStturfumaanddcammnyy. 


(U) Tfftoose wh© try to fit 
Infonrmartliisirm W&nftotei rinWo 
exisltiirmg temrTiiinraJla©y aimdi 
onjirospft&s do not aco^ftft 
thatt IW is someHthiiiimgrriow, 
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(U) The maim [print ti sstlthatinrl'kWtMtdckantmxmmc 
from amystdhnrei intltbcwwridd, whettlhicir iitthajiihmtiitd&idtb^y 
groups or indTvMudls, during peace air\wialntmo.i;. The 


motivatiioin IfrvrMoUltfck'kiiKihefttiiterfcai (ire tried <iod for 
recognition, polittikuH, ecomramic, or iimiillittrrKyggiunn. At 
this time, the I€ is foo»Hii|garnsSritesppoRarestditltitiiof s 
or plans. However, one can nmtt QwtmTll3DQd4ctHa;eiiiiKild3w«ldiuii.l 
hacker ®ta> 1 testteeoihhxrtl ebbyi foforgnggcgeiarairmtm tea 
initiate aanllWaattalck. The Urttemtt has alts®teecxmaeaa 
vast resource of knowledge w,i lth Ihtukkir rbtaililkl dtn rb bo aids 
posting fellatem’Iitamtfdtcbb^ Non¬ 

state actors, such as terrorist groups,, <hrojg4tiaffiidtes anti 
political dissadtenfi groups, have begun using tite llmemat 
as a source to gain woridhwdtes^nrpatfyy, supporters anidi 
funds, as well as to pass secure aamromnicaiiorts to their 
coumtUJtpiar'tsiaroraiahdieh'eiridr 1 d. Piralteilssrifiware cairn 
also lttte;acfliun(rddltihMHigh( xrmnoeotisna lire the efntar net, 
indtirdiiHg seventdl enen^pjtflxnn software pacfcagxss. 
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Some TflnmgjttteoairlrM^^ 


A ciriiltiit«|iiie of "Some 

an artiklk'iintti»i*\ViiMt'r19995 AarjpmmrJJaimidl 


byWWiarrrB. Black 

Chief of 1W Tfechnnfa^yd&rtfee r 



(U) As revolnti«®sg®, so far it has team WIhhH bass. 
Its Ihuttifeffl^vwseefrfinmbhthpagages of magazines amii 
newspapers, and itewaaicryyeraauJsdsi biibfie^sigHcknd 
speeches. It is a revolution) ^paiik«dlt^tttecti@i6llizaiairi 
of conimumkafflroiim;. and ffialMJbtyyitthp rpfiltifetistit>n of 
computes and advances in technology. It is the 
Information) VWaffacereewhllition. Kinder, gentler flsilfss 
call it Information IEtemimaioee, Information AsBmaniffi, 
or Information) StppcranitiyyFegisa^iediess, its strategy iss 
the mikc: seek aawidnrfiatniaithahifcihtylttyexplfflrtploit, 
corrupt, or ttehisjyaaBnaddsaasQr'y Wntbratortiiosys^stems 
while, at the ?s.anmnk£; itiiiinnti;, ftorittacitt irjyt fcteci liumtggitity': t >oq’cs’ s 
own. Like all revolutions, this one that, mt hifeeppmppsess: 
national sixui«nti5;aiiilinUiiondlirriftaSttiiirttiiiiit(.sRandtity. 

(UJ> ‘'Revolutions,” however, are examples of 
change. The authors of “Some Cai)Bttiwinai\y TIThoirgltte®))) 
Information W&ffirce?’ an aartiiite in thee Winter 1995 
AwTpmmrJMmnkl. are ai^pueeittyyuii)^^ 
any change, much less a “revolution.” Military 
historians by trade, Messrs. DiNardo and Hughes 
attempt to point cull tiheiprthitamsvwiHitWjdlW’lTdd'.” To 
do this, they examine a selection of open source 
publications tnamjtog IfomiWfltos ’ War And Anti-War 
book and Newt Gingrich'fe speech at the National 
Defense University to various magazine articles in 
MUitarj Mavj&w, Ammy If worn . as&MiwmmrJJmimM. 

They see IW ddeefelppigg along two lines: a) as 
developments to “dtgittirae the battlefield,” improve 
“smantf” weapons, and provide “deqpar-Jlook'” 
intelligence; and b) as an alterottiwe to more traditional 
forms of war where information caurbebe used as a 
weapon.. It is the Hatter notion thartt is of particular 


concern to the authors. The aittuJhetIbendd*suusscx Itth e 
problems of using information a6p®jp)®anllu((liearriiltea 
of information as a '‘vweirf'pnri”).),itobccltiltiffifariuiklty fcldtatiniag 
military operations which are non-lethal, and the 
complications of IW iintltihecisTPtil liberties aanxma. The 
authors point out that information hhas always been 
valuable ttothbaxomniaiaiteter, that “digittaikatian of the 
battlefield” Umiiii@sttlred±a)®cr of data-overload, and that 
the capaHlitty of a higb-ffldbdloin ummnaiaonklc r to directly 
control low-echelon activities fosters micro¬ 
management They di fiagneevwith hhtho ttiotidh athat IW 
plays a sagiiffcantt part in tfieeRReohltition in Military 
Affairs (RMA)) cxomcojpit tilun iksLcuroijtllyblaoiHglditiuusscld 
in the Defense (Cwmmunii^y. Finally, as an altennuitiiwc to 
this IW "fidd”’ the authors stress the importance of 
commanders having limit til courage, of soldiers llwtirjg 
well trained airdlinobtivtiedd, and of the egsuatiiimtteffin^ 
properly planiraail amU amtuUttiH. 

(U) Unfortunately, their view of IW iksshhtlllwv. 
Their mistake ifethhht they itwr bother to understand 
what IW iss, or how and wh^y it has come about. 
Explained away by netting that '‘tthurcihsimiiiifiaakdlditwbialil 
material, including tltevs^ryleiHfitiiliDn of information 
warfare, lurking bfomaSMththe shroud of secrecy,’,’Athe 
authors are content to point out the lliibtfcmunll immuMtewin 
Tofflecs’ War And Ant/HA/a/t;?2to carfittuizetlthesevkho 
find philosophical support in the winittiiiitg of Sun Tzu, and 


1. R.L. DiNaimtffl;anll IBamil J, Huglhes, ‘SomeOBaUtionary 
Tlllo«l^Wts^onIh£f)BlTO^ilwn^Walirfk^i,’ , Airp©wertlourniil99, 
No.4 (Winter 

2. Alvin anil HHsiUiTftffilffr, War and Airtik\WaT,(pitew York; 
Warner Books, 1993). 
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to condc*rnmtaebhoWggidabtod;4ptiptis)ns to warfare.. 
Equally iingwitnntt is titem they agpaKnti^htoeelilitM©ior 
no knowledge of computers, computer networks;, 
modem commumcatliea®, or information systems. 
While ttlte atdlvtJisnwmitaansginiBe of the key issues, e.g„ 
the importanrea: of information in waiffaiKt, and the use of 
IW a&s an alternative to traditional warfare, their 
comments amUcciitotaBjro&fusteha^riqfeetiseabeisbdsod on 
their undersflaimlimg @if Hiettay,. ^piaaificiflfy tihi-CCiK’.iilVWui 
and World Wars I and Ik Lastly, it is hard to argue witlfo 
the autlliiejis;’ alternative to IW-monthl courage, training, 
motivation, planning-esseppl to say tlhait it ignores tlte 
advances iinaaaldappfih'atitinn of information tedtnsihqsgy 
to warfare-adadmcwees and atpfliixattimtwtitot will surely 
continue well! iitoto the roestt diacaite. 


y$)\) NSA's ultimate success 
dqp®Totislalc®-^lvipopon how 
qiuiiteMjy andi c©rrnn^^^y 
SIIGINT amdi I NFC SEC msr^ 
into one in ordfer to hamdite 
the i nifhicnnrBitjrtiiakleteotoih^ 
expteiom of the 21 st 



tfttjHn the next dtectdfe, the re^wimaw^ of NSA’s 
customers win fee UangeUy ttesamre: high-quality, timely 
inhdligeotrcc initwrimatomn and highHtwooitHy 
cryptograplhfc ppcdfcrtfs and ssawoess. The dlffEtremse, 
however, will be tibstt the anwtommoiit which peedites 
the imtelipsKie i tiiftro mutioriaanUt lohxe rrm u tifcwbhili h 

is gjHtBstadlwilill be allnnsht identical, NSA’s niliimate 


upon how qdjwaM'lv and completely today's separate 
missions converge into one in order to handle the 
information tedtaotogy esqptasiiam «?it tihc 23Kt ©yrttufty. 
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Jointt Reps»r«liifg and Inter-->%€mey Collalbora t<ion: 

Movlmg Out of the Box m 


(U) Many fc»tnoi».ai'a'[pw(ipl1liliiggin$(it'(TOiahlcnv;w[^ppaohehes to intelligence [fHKOiitinlti(vn;iauldi(rppartipg: oversight 
committees” criticism, reduced rcsmiiimaes, increasimg weuMoradaniJttiBeQconjjbteitiyy of intelligence issues. The report 
of the Aspin-Brown Commiiimibsjom. lfoiriimtairm.,arrttwi'jC6stltilielfiatttlthatiimljitigDaeciggiiiinick;t#Wluitlitlie iviiirUie of a “Com- 
munity” approadhtoiiilbillguiuffilliUtaantimieetitDffiiiintitdxnmaaiiddppndelBriSyytstBBis. Many, both inside and outside tlhc 
Agency, have been lujgjrngthtaat we find new wayscdi tUoiijgbtaciHiiDKS.s. A9 is jpKjprrihgffwitltbd'iftitnre by setting tlhc 
stage for successful cdllbltaoiraiioinainT«T^iirttdllgranta;['pnoljlittct.'rshtai(t)ltitr\xvulthiri N fSSV\uiddiaoi<s»iSiggutiicacs. In addition to 
explaining the tratiiomdIrftetiimiinldj(junnropprtrtigg fffiidssts, this artiidk’ dfemniltessssamee of the projects iunilur\wi;_vytltihtxtirtrc 
designed to improve Kite; d#taiteum.m of our SIGINT repsarttiing. 


ManaflKtflKlBiKtMiin of Change 

O uil u_// 

"A limpet ha 1 * Ihaumuliliiitppeffoiriwllllmns of years. 
It is a ‘siKxx’m,' bun it will never compose a sympham';; it 
is perfectly what it Us and UUs stuck there.’" 

-AtAmyrymous 

(U) The neaatiian of much of the MSvA worHffocee, 
both anuily+ttsMiRldnmnaiiaigBrs. to collaborative mgsrtihg 
reveals a miisaipipKltoiwitimtlrtortut t the need for thisaffihtt 
that leads to the iillllmmioin of a dilemma: We can do more 
collaborative Jitrod jpi mt rapMrtimgbbti lit hi s\wl 11 b<b e drdrnin 
on the resources needed far dky-ttoHiliry parthatitBn. This 
assertion iis ifWsuuaJi ttcbcty ays 1 acHack of understanding 
about why we need to make this change. 

(D) Collaboration isn't something for which 
resources must be ftmumld; it is a jpndluJttwpipKassss 
which will save resoiuKass:unliiTrailedbtebbefc tu us e of ana¬ 
lytic knowledge, whether itt is used farUsmjg, hard-copy 
reports (arffarshbOrt intelligence jprmssC^dili^ypifndMtodt). 
It is not going too far out on a limb to say that in the near 
future there nail ItelfownTiandlyttsmnldiiriafflnggCT'libUthfee 
amount of work will be the ssumenuiggretetef ggeSstsm 1 n 
any ccasefdor those ramjaiiihgg). Inevitably ttteiiiuppor- 
tance and stature of analysis will grow. But more cannot 
be asked of fewer withraiutt snrinusarou>£epi®«nesTfapoar 
production. Collaborative woiiik ikawfflyaatlt of this dis¬ 
crepancy ItaUswBOTnKeeldaHdd The difficulty iis 

that we are mslt structured ffiarcffilJMsuafrthnn: our offices 


and group sHtruUUims;iaedihiKlndatil artifacts, not entities 
created for maximum efficiency; we do not have a work¬ 
ing popdMimiegppmuneddnin'QlldllatootiativffOisIctfk; and 
the rwipiiKid iirfffflmaait(W)iritctelih<nidpgicarara(»()t in place. 
Let's exanime tte® i rastaas a 1 111 1 1 ti- 1 m ntxcd <s s<tly. 

(U) The Mattiwimil Research Cioiunull studied llange- 
scale collaborations in the ssiimtifftc community aadd 
defined collaboration as a system “16 iriki ing [pmiptc ,ca urn - 
puter-based ttsaife, electronic ihifnrmtiiinn, and ffidijities 
to support remote, distributed, intellectual teamwork." 
It is iiippottaTtt to imtfcthhtit the MHCddfifiititdumeiledses 
heavily on the presumed ©»f8emtae of a robust system of 
electronic imfotrmiiaitMir (Cwlliajg^Hitttw:ccirxkiiippersdd‘>pfH'- 
ticipants. This ifetbeeasseitit is only retcuttfiy, with ttte 
widespread uise of Internet and icoi I hituomt i tee saffwaae e, 
that “distributed, intellectual teamwork” has become 
practicable. What information tedffi®d>fog^s:4ano<w)w 
give iKikswidd(EQamBiittbtityty, multimedia, shared toslte 
and idtaratjaacessscsthahat the [putticpartKscanibdnafillit 
from <KBdtia6tte®Kk’ knowledge, insights, data atircd iitffor¬ 
mation. But while technology cam impd ©dlldtorationilt 
cannot compel it. This leads to the second saultotcxtt of the 
NRC definition: that the paffidipanlts ;aramutiiaAHyppre- 
disposed to collaborate and (fmllys.'ttea.'iiifKfoinmtition. In 
other wards titrateintuust exist “iacaammiuiail relationship 
that implies sacral! UriH}t;andssyBeigyajiirrMiBgipartiqipaWts 
with irrmiultunril benefit as the restin'” As tithe IlntxHIjgmce 
Community imswsjtaniistttaddhbiap^fdtes to intra-NSA 
collaborations tost)) these iffiaeessarjycoodilitioaaraiBotiot 
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widely ffinunii. There feliitttesBnse of communall rela¬ 
tionship, little social trust (reporting eldomntets Often 
view satdhabtoteaasoraprpfltirsjs), and nroppeceppriorobf 
mutual benefit perhaps tosmifietteerdsis no mechanism 
for rewardingQailfebaralim-bbhhMidor. A9*cdl!iitoit>na¬ 
tion imitMws ^dfcagBddtooaddthsslhdieaeteflafcthihis 
“emabftii®(tuiittuiarass\w$llaaahb©fledrf^ 
technologies.. 

Evolving the WorlkCCliilUrre 

(U) The greatest dtefepgi; Iticd hganjy aflfatttOjvaarcfl 
collaboarattikan, whether iit is feafwamnat'ffttBssiiimsiHgigle 
agency or amen® a^arcdess. is that, technology asiidte the 
enabling cnltume is embryonic alt test. Whether this «U- 
ture (caneevxtlvcahloggv'idittbstterHaHatsOnatitsclfiridlcifilo- 
gies is moot; tfarse ttedhmlbgiisstarEalteaayyfiiaralihadd of 
the current weak cid build Ssaiblhjy to utilize them huffy. 


(U) The mrumitgmuunt of titiire sartt of work mill! be 
profoundly dliffcajnt from ttte ppoddotitw i rp ipressass' frit t h 
which mamagjais auefianillrar. It is essential! titan mtantg>- 
ers and anriJyS&lteaassiieddthhfct they are mstaeantarHing; 
on some management fad, or signing on to a process that 
lacks lteatto^ipasnliiispppttrt. We are f&rtuntatt i »rAA9 
that our management has gwetisshfiftcjaht freedom of 
action to line imauugsrrsaaddiItalyts to pursue nowadl 
working rdate»$Wipsfflidi to take risks i® tihac iintuoit of 
improving the workflow. 

S taitUir I httonm li ti n nTtleb hnhlp^ites 


(U) A feqpiBttijy woheekfcoaneBin of managers ani 
analysts about joint reporting ggees something like, 
“How will! we pit credit for a jpihtt report?” Various 
means of giving coiffidit are ;dItualiy as-uiMMdei .(1 cmms; for 
instance, multiple H^faa^aaanbbc 
added to a uqpontt (wc tow ft mind 
that customers ggeaffjyapppreiatate 
this). To allay tbtessc and uititorr 
fears, we oaamu»s$hrimic®Kss(siful 
collaborations in the scientific 
community as a ibimM. The NRC 
points out that “ffornaa societal 
perspective, science advances 
through eestemrivc, timely stoarirgg of data’"-aadd, we 
would addd, sharing of as well-Arhui to 

advance as individuals, scientists musSt use tttejrr own 
data totfleefiillHstet extent possible Mraeskharngghtotri 
with otters. Given sutdh armsjraaittts, it can ItedliffktiJlt 
for scientists to opertiy share dto in recognition of com¬ 
munal interest," TOfcssan^$Win«OTic«x'iBts)iiitnLiaraggBayy 
among our amaUyslts.. To solve these pfabtems, the large- 
scale sffltotiifeciallldtomtftMddKeljJppddiavelWQfErffflfed 
set of “rules of the road” far teir<falhtemiiatis. 

(TOuCiCO) Drafting gwidriliiiKes ttsoffecHtote'ooastil-i- 
dated report®® wiittiin A® is one of the gsrdte of the Eli 
Consolidated Reporting Mdissoyy Team f(EHfRIMT)'), 
which issceotppsfid-d of analysts from tttfow^kMJii A9. 
The EUQRAT members Itawe ©tune ttoresrilieethhfct, to be 
most effective, analysts need ttetterr communications, 
flexibility, and trust. They have only just begun translat¬ 
ing these cowctfpct into tjui idurust tarcUt-ixorbi si Inria tl ilia tanas - 
lysts can use. A905 has also experimented! with 
different ways of doing jpriaWt reporting, organizing tews 


(TJ) The absence of a completely supponfae cnltane 
means tthat the cud 1 Mtsratiueeiriftftmati tin rtertehdt>hi>gi c s 
cannot be iin^tewsjBiell in whole, but must be auf^Uedi 
in ffuwrtwwil pieces to amsst analysts and m&nflggess 
make the change tea aailkltar- 
rative environment. It is 
essential that we run pilot 
studies of collaboration aadd 
joint reporting among ana¬ 
lysts; this is the orally wajywee 
will learn hteow to build thee 
tools .analysts need (as 
opposed to what computer 
professionals think atofate, imadl)and! ittissthaw xrjittyw.uay 
to learn the managente»tt of collaborative efforts. 

-^jSSSfa^One of the Ifiwt information teeHnoRxsgy 
tools we woMltiJlilitec to implement, andQOE wflihlfiwillll 
make the mmntfgonttnit of collaborative poiteiismaass- 
ier, is todte^hipafarit«m<adM®'d3iHilitMiibclati4ifi)il'or ana¬ 
lytic production. This idea has been suggested 
repeatedly hymanyy, including tee KlTCIRAir asswetm as 
those who are making it possible for A933 ansi Iff? to 
work togeter on energy issues. It is based on a smglte 
premise: In (utter to aaJl&ktowfdte, analysts must first 
know whoisdtoiit^wHtdtaMJwitihliwhhttirilribntotifen. It 
has been «tg^«tst]tlthi4t analysts teitemaallsit of cur¬ 
rent and jltameiFpiosIdetitMn as part of the N&Aiintra¬ 
net. Analysts w«HltiJcon*wttIt this tool daily, and ;aIiU 
their intentions to it as needed. Greater awareness 
among analysts of what is being produced by whom can 
only Htmasasakulanyraffeff'ect on rpmliiMtriune Iditikmwy. 
Redundancy in reporting (aond iin nbtesffiaaadlddKsgeitea- 
tion) can be avoided. This bulletin board wornlld ton® am 


It is exsarttiiil thait maeiagurs and 
amaltots be assumed thatt they are 
not enrlbuiiiiiin’g uporn some new 
marn^gcrntHrtt fad,, or sigiraing on to a 
pwoccss that lacks leadsnsilmp and 

SUippmt. 
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effect ontftew«rH;coilitldiu®e, asiit would Ihdjpaamii^ssacDo 
start tlhiuiiilkiiiKg HiKjyojull ttfici imnedahatLssoppc of their tasft, 
and sgBt them amnll to work iing im aanu atox ic fee ut iwwi ram - 
ment. 


(U) A ssmairii and 1 idhmst t wet tefcfandxligg yw® tii <h pfi tc i o 
implement in pplfcrtt form iksaa,hdrarlcdcwlostoaspathatthat 
allows conediitiiiKg of a report. To have true collMwotdiw 
production, analysis must have tlteealadiUty to interact 
freely imthfe$uprhi±ilirtiDpr(preKS£ss. Some afidliitoafitree 
software look availalMk trow* twill aUbnw tftiflsaroaEUii rng. 


(D) These ;tftKmp}& to affect minimum wartkcohl- 
ture ianldtctdirilvnlolp^perideds are aafiftflst cut at building 
intelligence production cotihhbnitation. Further steps 
could fftMdxwc >KDliyl yifttft er evaluating thee results of the 
pilots and then introducing changes from ldsssmis 
learned. This iitenaitiKas prraims.s'isHioetxsiKnt’dii^ciiesvci.sti 
much iis unknown. Wholesale afpjMraaidxim of a gjkaan 
collaborative tudftroMxggyooni w(wbhbit«rcuidi neaitnagBrtge - 
ment that is intnp^jMBril waulfijtteeveeyyddiHttp ft tie e. And, 
like as not, the tool sdta£afl\windMltH(&omraiM 


(U) It is iimjwwttaitam uormmmlitacitlthBt collaboration 
is mot a papictt; it is a \*w»y of life. Individual analysts 
can and should feqgjin to reach out to raillkagjutss, witthaut 
waiting Ifor the nasultfe of formal collaborative afftwtte. 
NSA nmnnggBiBBtil has embraced aa commitment to 
reward teamm»railk amdiinttiative. The NSA of the future 
will be dtewdtspiti by today”® irmctatwa-toirs—our analysts 
and line mamagats. 


J jp7 n / hkel/Minify gim-ceiidnd 
Repo'rioiigg staff &jr AS;, the ufliaaofEwmpe, cfeliti'dllAsm 


and MiiUmatimtdllfmass. HM Ihmg^taitUingimmrest in 
coUak&naiim Ikdllliimiincvaisgmes of efforts te jptmiwte 
cMab&nttkm within AA9, between NN&A offices, and 
between armies. HelimswiVfMdciasiantnmla'bfsmH'iehe 

m 1.. 4, (c}; 

\I,„. 86-36: 


Tssmm. mow Trnms to mw turn normng to tit) wrm 

the dkiuik of any of these He cdNosxmmldaas an 

integrated intelligence officer at the DCFs Nmipmiiijfm- 
tion Cmt&rattGXM, where he madppcpfettmmmggefcfor 
an inter-agency eeHafeawafiare tr^pmttiiv^offonti. Miilheha 
working imt<miiiaihggisi in dhaigp of the Mumliiidlrgy, 
Dept, for m diitimil UdhimMmyi inDtUksmllMe. He qjmntte 


"Jft Mved her Pk.D , in Lin¬ 
guistics hast Mmffomi(Qeuv4fiSiowhW)hiw'mhy;likt£riiiititi- 
cle in CMWTOLOG Vot. Nffl, No. i? (Foreign Lamgrage 
Testing at NSA: Time For A Change)) was based m her 
dissermim-. Shejmmi tiheAgymoyHn 1988 as a French 
language intern ami is mm$ml m <a Ikmgiutufge. attallfoi im 
French md fouttiNh. At the end ofherlNSAfftllhmiiitp 
in August 1995, she wars mvi^mUttotlice A9 MeMSigptm 
and RapmuHing’ Ntffff. She is currently the CMkff of the B 
Group Language Technology’ Center 


HAMM VIA COMINT CHANNELS OHM 


14 




D OCm>:: 403®5©l4 


secret 


CRYPTOUfitS 

Sumrosr 1996 


P.IL. 


86-356 

An OPEN ROAD) tt« Raa&hrdielfetJe)- 




H 4- 

< TOliO i OPEMROAPiKsanririhiliilatiscI 


[ to irese*dh andidie»efel)ippniBftbdKiMi3iHiniUlta- 
neously afflS^ rmdlti^tohtaCTg^ePSwdaJabtlsasaasir^ng 
a single cpfiny.. | 


ff OU Q) 


_ to nassaarofehnTOktttorhdanalnjcA fpasahishiite dfcv dope Inp 

domain dtonwslifMs. We will use tjtesiem«sli4isaaSl#ie 
basis (fffir a dtomain (a aattdfaig of ‘'■ttemmitfi 

aboul terms'”^ from wttiftHiaaisffSer will select terras too 
build an OPENROAO qjiKmy.. Each ttemm iintitemettseM- 
alog is referred to as a metaterm-. 

The Mdfcfficatfcalltig (U) 


The Aiitaflpltfe \Witoiik .MutU 1 (U) 

(U> Typically, an analyst wettfcswitbis^ptrBfieetcMJil'ris 
toaster data from nmMip^e disparate data sources- 
Each too# Brats iit&wmiugmiirttvfht®^^ 
language.. An analyst ailkr® LihsuilUyiweeBs to remember a 
separatell®®<i!maarddppaswoidaGi(msss@agk;tonk)l, data¬ 
base, and *pttem. There iisafifoenlittifie>ior no ability to 
correlate aatjyqqet^yesufelts or pcrform fftHtowennppro¬ 
cessing aaress imd It jfi tc tt wdtsaanddsgttuieee s. 

(EQUOi i l itis focus of the ©IHESIRDMlDnjautuuutzi- 
log (Ac'vtltoipmartt is (JMtar<oonrrb-vv(fCt.t(tobbiiitiiittic. The 
modeling bfcttt needed tea fhu liUaanm&tQafttlsl&gsifeabaded 
on tbecreridiatioslslptps among cteaitettwns andhttwddtoa 
items are UKeUaaddeprpseBteded, not on tltetooblambd 
methods aim »ilpttLi»BstCDsg4ttltteddMa. The anallystt Brats 
greater ipowimredd«nitiafysjs, spending ltewutimddnigg 
the iminimi I chores, of perfonniimg u-uH^sswuhlmcritiilfipl e 
tools and interffeees. ()PBMRQAD lyiwmldss a sangtlr 
interface wllhmsiagjtflddgg>raitiotallill the djatoagumsss an 
analyst ct»>aa% im.s.Jtowhtgimrrrertitfteureyreaiiriifybs. 


ff OlJOt The nrettifioiisiihggsis the Iheatt of OPE3NE 
ROAD and lhUtervmebhQoiisnbbwIwdiahiairtiaiwatyst can 
perform sii@jte<ips^aQce8$iamtdtijtBpltoiIclartB6s8Bdand 
sources. It is tiiellirikbbbtsweBrthhitofeigatal data imnihil 
and ttha>pJ)lYyBioti collection of databases, tables, fields 
and files that contains ttlte (dfato of interest. The power of 
a mfttecaflaitrjg 1 1stdtb auuiybt st no Hanger needdScuk ikn@w 
the source of the date amUntrcebhQrues of accessing tihitt 
data. In asMtiu®, the underlying lhggjoilkpepfjhysisld 
mapping can dtamge finr any metaterm wiitoitt aff&ttthjg 
an analyst"* tdhlfi^dtous&tlMttei'twiiinqqiBekgs. 

pfCWQi)) Of paramount comera® to Utfre (QlflEflHClMI) 
developers-b<IS<hth software and metacatalog-isis to 
maintain the tBrain^isiTiQy of the data sauKffisasswiswdd 
by the userttUamii^htlteirwftaermss. The sotattew wsiffte 
presenting does not make a distinction between 
metaterms mrajpjp^trosttnrttueddsoooregsiaddiiBiatarratms 
mapped ttstetskt sources as ipmsiit&titarththBsaser, nor 
does it require two tqnstrraes to asccaanp[lslshiththe same 
thing, one for stroctureuMiitn a«^msamtkaii<i«ikihcrf(tjir)itqKli(t 
data access.. Instead, an analyst saasmlhgji-iail model of 
metaterms ffiwmliiisidmaiain, issues M®q[p®ryy, and jgttts 
results. 


Dh®annamm (U)) 


(U) Each iMttstnaAtswndatoftisiiviWiltUMtaitg orenown 
metacatalog ttateicidlttoii*sddtahbattddoi»iai.n. We expect 
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a significant degree of metacatalog manse withrnteTirrffirrnMiioriddximwstltihatihhKddHtlabfflffiddiOTiai'ns. 

(U) We are oiiraiBit%i®sif$tiijgMaaiiins of domain expBrtts('(bothiiirif'mrrmaaitfiOTniaddldafabase). analysts and ^systems 
support persotmndl iinteadh of the prott%p£<ojKgani 2 ;atiiorKsUDtlde'd:(lr(spiaiinntaaotitklogrfotlthatiiiliiifoinntatiodidomain. It is 
our long-tenon fflr^U^yttolhawtyomaiiirrgppeWsiaddyvtvtBmsisiDiipparpqjeraoiiilaiiiiiiiainitiamialndihnhaciitlactlnMcmetaoiitalog 
once one is develq|Kidff!arffln(Hgprikzatiijn. 
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which mayiar may not be in Clearly, all these abstractions IhaweidhamatBTtstiestthatiiraifeetmne''Itthing”ldif¬ 

ferent from aiMtlliuir ‘Uhingl” 

(U) Once we have ideiniliiltieJ key atatitafltrniKS, weeaaantteggin to flesh them out by modeling the attributes, proper¬ 
ties, or characteristics of the abstractions. Some attributes may, in turn, be composites of other attributes. In Figure 2, 
the Position affitmlbnttie of a Maneuver cam HuettaritendfawminttolIuaittialstaiainld ixingitdde. We can then reuse IPWiitiioin iin 
any new abstraction ttflnitt iK^uiiLssg^ofposiWimniliiiiilidxiiinmtaitkHi. 



Metatemns (U) 

(RUtnn») When ttbcakbstiiatitkindilirayeirftiffieiflnt detail, we aianttoggintadilist the ccuiTdidUfciMtaatemmjt ifn<i)intihChc 
model. Metaterms anas tthetfeasid4evfc 1 of abstraction tthitt am ffitiffiffffiSMDuueeissees of the inforraatikiii di«>muinocmn- 
tainediinttheddaiiibaealdmTiHin. Through umalhjmi^cuniltimMilwzz we can vmmtimUti(fik’"Viimws " oflthae informatkm 
domain. The unsdMiiEss of OPENROAD-aadd of an amrallysif^liMlitytdeg(gct the i»eaLwii\ytliatei to satisfy nasajurce- 
mentts-ias directly related to ttlhie«3oinifttutoimss;aTdlfllraibUUy of the metacatalog. 
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"^S^The mctacatalog jpnwiiitestltee] ikihMibnt^eiththb >Uigjfcal domain mrnoulkll and ttlhuc [physicdl structure of a data¬ 
base. Metaterms ican imupttaowe or more fields that are sCTnartticdlfyutpuivdtomi imotane or more data SKnuurcaeyor to an 
entire data Sdlwsp, such as a user file,/ 



EX) 1; i. $ 

I r>:i - mw 


(U) One significant benelfit of using metaterms is that the topeatt-toiidbyHi^lcffl^ 
affecting the imMtuturmvvv 4«vt It ha t It ti ai see ssess. If a new data s@®re® (cwmuss (i m4 ihe?, we cam ttra«n^®rt%((totltteaiBsef) 
map its pointSwrn of the infonmatkjm<dtenakntoa^tothgmBJtatcrnss((ffdfpp«!ppird£afc), or create asMitiknnnaill imtttitUiims. 



tiL. 86-3$ 
4 1.4.. (c)) 


JF^QfThree types of metaterm inuippnjgsaaeq) posifi M.c. To the amor,, however, no diKttiimiwiTi i ssnraddeni eh the 
©WffiROAD user intcrfaoc.TIltu;liiRJUt,}(pc of metaterm is ff«r^tituCluHiddJatilrtws6«>a[lify):|(i)ul»Iifyigg vtiluKsld<i)iiiit)|Dpro- 
vide sfflnuirttK* rtoraaUEKt database, but are imstcadliinT^lBdjbbvtlthgalahlarHhfldidldstthe'lf./ 
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(U) The second type of metaterm is for text sources 
only. Some raetttamim&, like Mamme, may not be mapped) 
to al frodldiiini aiistdictiiiledLi'diitahatedaeiBausiailthat source 
does not contain a field for names. However, this 
metatemn rngpcesattts a wdl idafahstitadtiimifi<) twain d in the 
domain’ssttoxt sources. A !®saKdhaffa;tebetxt source awing 
the qualifier “Name = ‘Ogunniwradl ”’\ww)iilKlldxCtnirniJill tldce- 
uments ttltiisit mmtaiiBdlaacairrrnnees of the string “(Ofprim- 
road"^ if anry weeeefdondd, regardless of the (uonitiMt in 
which itt occurred. This ttjjjK of term imoidtiteddfckatIthiat 
analysts typically find only in text data sources. 

(U) The final type of metaterm is torHfrotthtfiwtUaidl 
structured dtotossnucees. The iiittunt is to search tortfbe 
qualifying vdkiiE in both stratitniraddJatrHjrrscvSibfeiasddion 
semantics) arrdlttot databases oar flat files (in aijyccom- 
text). 

(T6M©) Not included in the mettaefflaltag, but sup¬ 
ported %QSKEfflRfMD, are ifime-ttmt terms. This cease 
satisfies a requirement to aillom’ a «eurtlh fhrnaryvqpjdl(ty¬ 
ing value ffwirwlbuHntturreijs no corresponding inattatoirn 
in any context in a text source «ar flat file. 

Pangaea ViiiitiJ.il IRti (U) 

JJEOV45) The OPENROAD ddevldppmcint team 
chose Virtual DB, a member of the Pangaea product line 
from laiterWoAsjcwnm, as the todl to create andiman^ge 
the ibkmaaini i irtetacallategs. Each appenationdl prototype 
will use Virtual DB. 

(U) Virtual DB is iitKillfaanajaplpfetatkin, complete 
with aiggatpjrlriali] user iiitenfitoe, for creating imutacttta- 
logs and mraragjiiggaaBEess to structured dfatitoases. It 
runs framm lihe ffiiranfStnraec xWjqcttooiiri u tUtldl dafainasfl iniiHi - 
agement system from GtennnStane ‘S.yrttums, IlruirvtqwRlteU. 
enterWorks.com UrundlLsstltbilvtwairpplpJaiitiitnHtogotliithcr 
and naasdIfsGSenSSitaweaaf)part of Virtual DB. Since tfte 
data models me ;arcomiathjgaaeeblaaedd mnibjrjcctsC Kicm- 
Stone provides great flexibility aind powwjr iin Wtonringamil 
managing the object repesanttatioiK. 

(U) enterWorks.com ahteo packages Omni/SQL 
from Sybase wiitih Virtual 1IM to pprmiiitefflKfflsss to heter¬ 
ogeneous structured dJatiMaaees. Omni/SQL imtWces the 
logical connections to the various databases using 
access modules*, «wnt torcemlh imipi«Td)tttdtosci inppbiiBimin- 
tation ((eg., Sybase, Oracle, Ingres), Virtual DB sgerair- 
ates the necessary sttnuOttBddiupiyr^an^u^Eage (SQL) 
statements amii [passaxst tibcrn >on(tit XAmrfiQQKv kwhlhch, in 
turn, forwards ttlhc ssttttamatits to the 3pp@jpniatei»ceess 


Results are pasrcd IbtolkdhmgtltfeessaiBeppalthiaslth^^QL 
statements, from the database to Omni/SQL, them to Vir¬ 
tual DB. Omni/SQL jjrih»reeBithdifrnmmniti{tlplliallMxles 
from differemtt <iaytafKLssamdrmturn.sttteu (Et:ailitts.\\bhumlll I 
sub-queries are OTimipiLdtad. 

(U) Virtual DB sugqpnttsppeemndijiipa^piii^eiMing 
data ttjppcconiTOx.'TOioni'ofor differing iinturadl data t)ype 
representatmnis. For example, a wjiIIiik irqpRLSHunt i ngai 1 lili i- 
tude mmayfesfitarddias an integer tfype imanaeddHtlafoaKe, 
while imanothher it may Hhajshtnrdd as a (iouiiingppniint 
type. Using a Whttudl DB ttypeoanvanadm, we aaindlis- 
play qpflrjyramhtts in a amrrmemfdnnfflat and jprffirrm 
Boolean operations cm tfiicdliltu. 

fTOUO) Virtual DB omtfeeuBsd&sas sSastdralsdene 
product througlh its msar iintuiilaio;. lEtnwiAVUT.auTKlfisxjit of 
application [proigtum i interiurca .(vSI*)! (aditlal Id Iowa, gushis- 
tom interface, such as CTHFNtoMIIS §s, to access fe toll 
power of the umdorllyiiing flimttUniiiaiklityddirctltly. We cur¬ 
rently unseNtdiitUrdl DB sgrippfiiall interface ffiardtewdhjp- 
ment purposes. Though wariitten in the Smaltafflk (oitjjMtt- 
oriented llangiuiagc, Virtual DB dbosapppOrtst £ tankn- 
guage AM. The underlying imatacattlbigsstwnagaimehha- 
nism isis transparent to the analyst when using 
OPENROAD. 

(U) Though not designed to access tost or flat file 
data sources. Virtual DB ddoes allow eeXtenmhl data 
sources ttobbui nuappidotoi imetaokaJOgr items. This (dis¬ 
tinction (stnictured vs. external source, Le. text) is made 
as aaadhmmetaaim is defined iimttbuiiiteCiaalotag. Each 
metaterm is processed accordiiig to its type. 

(imiO) The OHEMEOAPtnaam is not aware of a 
commercially aivulUltitcUtsKt gateway simitar to Virtual 
DB ffirr general text access. OPENROAD dtovoltippers 
have written a uukUm m itex t”gat»wayf (to letcK t(samteq iquc- 
ries, using ttott access modules analogous to Virtual 
DB”sfHtTcufltirfflilaa®eessiinddldes. Each text ausasssnintd- 
ule gomanates mtt five qjjeeyyl dap gms*g £c ft xraclidb text data¬ 
base (e^, BRS or Topic); WAIS and flat-file sources are 
handled simladly. 

pRSBtYO) V irtual DB provides tew-ltewdl seuunrt^ysw 
each ttonrm ua;unhhaveiiksixr-w neSct of classifications. Each 
user cam s'efi.'iantlssiicctioh.lyltfKiLsenmatatoiHiHifcvrluiUich 
he iscdbaaedl. It can altoonf&rreer®®wHeefel security tor 
mixed spumy i cesiltfe if the seouiitty 1 liiteB.saonbilmlti 11 into 
the tables of the database. Virtual DB does not, however, 
support security Haacdd) rami‘algbtnithms external to the 
database. Our proposed totutioni mssublveast's is to run 
OPENROAD at system high.. 
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Future Initiatives (U) 

-Wm®* The DMATC vriill conti-e to cevdiuate W In developmant is mfcmo^ytto ifc 

other ajHmTiMC(iaiBle(ffi 4 the^^il|frpd 0 dtietis itoppoplport the grate smomdarycfjU'chies ((ftilluw«j^iqu«rkjs;baKlLdmn e,' 
OPENROAD inwlaoattiloguuhti) ttexctevpbpwxpertiKc in lier results)), text document grouping based ( 
domain-oirkintudcdata 1 mckleiliing. More Itnroatlty, we will semaroititcs.amtlliiltxnhnHg. 
continue ttoras®eatehndis#pdppliytlradthods for database 
access, amdcdatonmctdktling. We imtteirilttDppraiddacafflsess 
to multi-media data sources, and allow appjitkaiition 
interoparalbiillityiusii^tltiheOSoinTniQ)€)0ibjadld^«qafe9rBro- 
ker Aidhiitcdtutc. 

(U) Our reseandhiinicthdiprcpiEKsess of developing 
domain imuttieatektagH ^ipaNIfufidndihk hxyi JtlrtllfilpA)-pro¬ 
gram grunt. We antidipstteaalddliliQnhl funds to continue 
this reseanalhttDre£fiB(aadd'eiiiafsdidilciik)iwiwlgdgee\tia\liavc 
gained »o> ffirr. We expect tllhtireUotibcsfiigrtitkiatntektdels of 

model mciiitse I to it mianywwld hi y t-.usid da taost roese s. __ 

|ia 
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The Cfttai^giijg iTiinnliitore of Conflict amM CxaiffliatlReehhtfiiliion 
in Sufe-JSdhairaii4tfhifla (U) 


w 
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(U) Africa Unas liong itemi ms.uuwldcrutodd. Referred 
to as the ”10teik(Gnnih^Cfltte' , NyyaEiriojaCQol!itMiBD't 
and sslihBriinia^ppwpfMttmaTOnBiiotatBre, explorers, poets 
and pprllficdraaniss have triad! f<for centuries to plumb thee 
depths of this sometimes Itaaniwoltoilt,sannnriinessblnstilte, 
always ©i%nidiicHetott®nnidtih. And jjuuBt when iitt seemed 
like Mrakaiss “trutlh"'wassffiteehig^ldwwrtotQraffludiiKiieflce 
ready toggnapptss'ampipkiiQity, this ttnodhbteiggJiintcKslHlift 
once again, undermining Kite lc<diglliitiiglh)Tovv.lt(i4gc\va; all 
had so recx£JiD% wormrriit&tlittoinBmoDrv, 

(U) This sddifft in trite f<fcmdda- 
tion we had built is due to a number 
of factors amdimBt merely to astfflrtte 
inside Mfwaa, of course. The and! 
of the (ColUl wsa iv bhian©«i dlith id Sese- 
fulness"’ /Afriiaah bid d c in m nnpi fy. > fo r - 
eign govemments-bdtbth in the 
U.S, and elsewhere. Africa was no 
longer asamaasa^ftwwiinitiiehEaB^st/ 

West game, its importance to peJliitfr- 
cians often gemma ttdl in the past toy 
vested mattiimndl interests. To many 
influential decision-makers, Africa 
has hoaannc i rnuroaaMiK^yi mietdemtnv'iitliititoi a glghalbqdeper- 
spective. To a large extent, ajfterttteaalttlwaar,tHe;\w®Md 
partially umttsdlhtiKdi .WkiadifrontltfioruariiiiHil) ilkikwhifatoch 
had Itemaatifitiailjjccrateddnahdi me ddffc iiactVsod.seel.sc- 
wherc, leaving th®eeniggraritiandrpto|WeblalrhaMriMrica 
more and more to its own devices. 

(U) While tfteerafist of the wartttiwa&s turning i its 
sights to other shores cm, in immjyiriHstasriEes, inward, 
Miica was uunitargoi itjgi t tsc xaui re whlti tion, struggling to 
find atsawmvotriee: a pEStualtoriiditena, post-cold \wnr 
voice. Andaaiyyjneewbboeadadfaettoevrif^appaper knows 
about the chaUtenge* ttbrs [pctpul hflinnafflrtttntsssttoffeeec mm 
a dtalKyHaasss: disease, civil war, nation-feuildimg, refu¬ 
gees, democratizattram, insurgencies, outside interfer¬ 
ence in countries’ internal affairs .... the list goes on and 
on. In sferiort, however, conflict in Afifwea has now 
become imoxcrcegraalil and ltess^lrtbdl than iiin ttteddays 
of the superpower tu^df-twar. 

(U) For the goutposes of this atlridte;, I will ©ansem- 
trate primarily «sm StttsSdhBranAtfri'oa, leaving the study 


of North Mfhruafcfor another time, since tlbecicdximm- 
stances of its ewollutiomaaieqqiiititeadpibit different fortite: 
most part. The 52 ©ouinriLess tthu1 1 nrideeuppAAfideaEi arihf a r 
too dd wrasse, their differences more g£ia riiatf Itha oha he ir 
similarities, to lump ttojgptttrar. 

(U) Perhaps trite inuvttsaiikiect internal shift in Sub- 
Saharan Affrixaa in the Hast decade Haas been tdre 1$994 
demise of apartheid iiriSSothtMAfeica. Prior to 1PM1, 
South Mffraawwas the Hukb of the Mlfac-miiiwivliidcl and 
countries withim iff* gith^panitoTttaciqiMecedd to its will or 
fought-eftften u n.successful y-tto 
elude this grasp. Events in that part 
of the waMssearnddilahayys to be 
in reaction: TO SSothlAftiMcsa's 
position on a particular issue. 
When thikiefelarionlsipp of inequal¬ 
ity one to an ©nd, at least in the¬ 
ory, another mipgdkagfpEaeddorarthhe 
horizon, in the untethering nrasbt 
Affijcuna£uuntntes\wcruitiVriKlvWVfeK:- 
ing. This emaumlJaaseontitass in 
the area- pqrtirtiiichmlltd y those contig¬ 
uous to South Africa-wasae left to 
their own rnsruroassiiiidaludidgigiaheir own flatte. This 
worked tootth far them, in some ©ass, and agmmst them 
in others. It also served as an impetus iferStulfliMfriaa 
to look inward and nett fee as intrusive in the affifaiirs of its 
neighbors. And coupled wiMh tfhatfdlifftttoaamnrmliffein- 
sive stance thusbbeentllhtbfeiggerDitMtngj i r»K wtement in both 
Zimbabwe andlBssttswana to assume gp$atturpi»iiinrss of 
authority in the negkm. 

(U) TMs new wwnlkfl (OTtdlur triutt \wtt,sur cafttckf wtilt h It b e 
demise of South /MtiicussappaJthifl <A nththtlrai «lnd rife the 
cold war HitastPanldtttddriMfflenemiMtfstrfoD-OTietdBUEnce 
among the Affinican StatBsaanldihtKto an increasiimg lroiteffrir 
the UMtcdl N Niat«ims, which \wasppa1rijy2ddritodniHairiion 
by superpower mridliiigEffununtxrd Itira nKAQeyears . Freed 
from tktus paralysis, the UJNisis now Hwjinsg.';dMlfdiion 
increasingly to help solve oamflietts in ASrica, to fulfill its 
commitment of peace-making, peace-keeping and [peace: 
enforcememtt tthate. At tthessHireetiwie, there Ihastbranua 
commitment toy imaiyy of the African StatestteiaWberddo 
rules of non-interference imthheir neighbors” affairs, to 
maintain lemtoniall litttqgmy, to find Mfricanssdiutions to 


(U) Shflce tftr® emdi of 
the cdbtl wair, the 
world tag 

prokdferodiikbc Africa 
motre and! moire to its 
owim devices 
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African pnfflbsmsaainidt Ith&isasiarieiigni right to be dtibetto 
ask for ioiut.SLtlelhi|prffflr|)piD6hloras\'Xftiffinlthotn.efediarises. 
These iiuilesicqpresont significant shifts in the way that 
African nations do business because, until fairly 
recently, the sovereignty (Of a arotrrttgy cooldcb&q iiques- 
tioned. In eessamee, every Mfricanwwas his brother’s 
keeper and OHulttl act with impnjimiity: South Africa \wa>s 
accused (rfiiittBiffBtrrjg in the affairs «sff .Aqgoi lu, Mozam¬ 
bique, Swaziland, Eesstllha, !Wamrtiiiu«nLknlteerIfr'nMit][iine 
States. Zambia IbaitboiKiil SS»u thMitkianriitKiisdrorfi <Hght- 
ers wO ILLrtreriaTrsvwcwdd'rtrnMIdiigigNNcguriian.s as still 
another (faaiicmcenteniirEgiiinhtltiitfr&yiylrtfiithuiTicnU’utry’s 
civil war. 

(U) What African nanisms [havedJ isHwearati i rnirainy 
instances iis that they are (fniqumiUy bbeitt e ra h hie to keep 
the peace tfleansslhass than wHumtlthyyisiskotfor outside 
help. There areeNseecrtil reasons If or this: one iisthhat 
there is greater political acceptance of having tlibciir 
“own”’ ifiaraesppeeeBtit where there is conflict. A cawli- 
lary to this iis tttecKppcMdd rikhmint knowledge of that 
country* [jwipjliic, terrain atmdl aruStoms by there internal 
forces, the ffimanriidl b e ne fi ts tfuis ing' ' hiffebo use s oio iu - 
tions for in-house pcattl tares aaddhth e u.fupe rro r sense off 
comimtmenlt that these regional forces bring totUsinr 
mission. 

(U) A number of events in Africa have added to the 
sense tfatmflijknuectljMt many countries oaJHitriit in han¬ 
dling their ( 0 )wn i issues: elections in Namibia in the late 
1980"$, which salt up a paradigm ffxnr the oidiiKerDggum; 
peace-afdbfiit tenuous-bin Angola; the release from 
prison of the nrawPIfrasldetit of Sowit/h Africa 'Mxtlsrom 
Mandela; the end of the war in Mozambique; elections 
in Zambia amd Mil kiwi, and the II alkali iomsi inSSffiUhh 
Africa. These ewoitts sanUollteBsitoeespptiredctoontrtries 
on to follow suit in creattiiimg tfhuinovwn dtati iri fflsiaretMf so 
innuarre readily ccoapjcalitiiig^vMtbtltnher states in the 
region to mitigate omffict- 

(U) In a ssiliiaiioin in which outhsiliennaitdxnBsiriMer- 
vene in the affairs of a country, the jury is still out as tt® 
whether anriratt this is sBmaflSteMwesixraaasnte. According 
to one camp, it is dangerous to assume that peraBE-taqp- 
ing forces that do not respect the laws in their owm coun¬ 
try wiil be elffedtiiwe in ensuring that they are (cttaeyullim 
anottlher country. A further al legation is that these exter¬ 
nal peace-keeping fiances rate ssn nut t irrussi mitt vvnteUi iwxnce 
by llinanoiiil gain (than b^yi cidfftojrigulaJ or humanitarian 
reasons. Forces called in to help tamp dbwim aturaksare 
generally rewarded by the donor countries for their 
efforts wvithhtgjjlpcprer diems which ratennarrnihMy every 
generous, relatively sfpesUihjg, with imaterial hardware 
and wMlh commumicautiioimsiafluipmeiit. Among the more 


unscrupulous cautside forces-trthase same (CiiHiesimain 
t aim-tithe visiting farciesssometinies>kkiiimitiffltfatpp 
the per diem to fill their own coffers. 

(U) Detractors idlxoppoint to the mastiff® r outside 
forces to lessen the rqqpEaTaraee of partiality, to become 
more cuuUttiiutmiify rawarcec xSfihb e eouMkry in which ttUmcy are 
working, and to nurture fatter relations wwith tltee local 
population, winning ttiioir hearts antinumridaniatsteid of 
using force. In this way, hopefully they wwnlld fa fatter 
equipped to gradually tcann arssonse of legitimacy and a 
credible capacity to influence rather than to coerce. 
Finally, these same detractors mote: ttlbalt ttfane is currently 
no joint UN piMtall inn whlhdhh ) otiiiiraepqaeaekelepcpjng 
procedures and guikdldliines, no system of checks and bal¬ 
ances to stamltoidifaapBmlioiss. It is left up to the vari¬ 
ous anaUtiumaarritises to determine on their own, with 
their divergent backgrounds, agendas anti motivations— 
not exactly a recipe far susbess by most standards. And 
with the UN expected to increasingly play a major role 
in peace-keeping imAMriaa, it is iinomritentt upon tttntt 
organization-widithsiSi^ftyisars of experience-teto help 
standardize an null (fairs I Leg it i m mci its i m rss i«ms I ttre ee. 

(U) One problem wittlta UN missions that is particu¬ 
lar to Africa is the dixiliiimiiwgltadl of awareness offgaro- 
ple outside Africa. An illustratnm of this dktemkojrattiioHi of 
external knowledge is the widely-held theony that Africa 
is composed of hegemonic tribes and ssiilwril indtet trifles 
with csarntfilikcttinB^; f|kiilfiissBqgMiiss. Under the terms of this 
theory, every conflict in Africa cam tee trulhmil to ethnic 
terms, regardless of the context. Ota? size fits all in this 
simplistic paradigm vxhhihb, unfortunately, is gaining 
prominence in some qpnaiiteit-s, irrespective will tftte inullii- 
tude of economic, political, geographical and historical! 
factors wHiiiihhhaveatlll contributed ajmvnmireily to con¬ 
flict in ,Miricu. For cexiiiqfita four civil conflicts lhawe 
been ajitaUtdasucuribtlrorattiiitbis monochromatic ttfamyy: 
the Congo/Zaire upheaval of the 1960’s, Somalia, 
Rwanda antillilifeeiia. Instead of examining dfareffonr 
situations through the lens of an impartial, astute 
observer-takikiHig into aummntt the ltessttaniiifedl role 
played by the UM iin dll cases-tltfayy have been reduced 
by some to wars between barhairic (tribes of Africa, tribes 
with little else to do than wage war. 

(U) There aarrethhesewWiwoMliliMgatgue, however, 
that in (thecease of the paMhaud^innntitioBdd'cffltilii&tsts 
and im others, a ifiigpr should tteeppoitadd at the TIN, 
which has (traditliiomiilKy [filayaUmimoceicaatitivallihan pro¬ 
active nolle in Africa. In addition, as [pmwmudlyiindi¬ 
cated, often ilfate ifsialladk of a clear Ifcatmewoiilk IfarlUN 
operations ;dteraaldiiaiil)d\ lwihat starts (out as aippnirtiuldar 
type of mission icanssomtitimesIchEuigei inidniristnaam, 
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without any apparent tnattiicaruaiLe. 

(U) Still another criticism of UN jpsaceMccfpiiiKg 
operations is that they are, in fact, peaew-foega'ngpand not 
pemv-makm>& operations, that the (ongihasisisisnotiicthe 
wrong aispedt of operations. Allegations lteawe Itean Hov¬ 
eled ; against UN <riffkinds for purportedly flaalingputut 
when tthK'“|gu»iisjK!gWS(tiwiik 5 ,h.” When illheururfflktt esca- 
lates-tftime same allegations continue-tfthc UN threat¬ 
ens tt&ppaUI out, leaving tihL'cauuntryiiKi|Lm$CKtinni ihethe 
lurch. Still others accuse tike IlIJWori'fntatppCOTaldliggiBiiififi - 
cient funds to its peace-keeping (aparaiinnsaanH of chan¬ 
neling ttiMmmaH/ufuhds into dwcgauxreaticaiaasas. Two 
examples cited ass the worst of the UN (missions to 
Mtkaa»£(SodMiandrfdwR»(ta Finally, the arrlioss 
charge that the UN incuik ttoadddresai udckffcks'ldppiinttnt 
in these .yifrioffln.oountoBX>nppiplpl wifii 11 continue to Ifc 
galvanized into Sighting utpiirHtUnccamrwxmconoiny: pov¬ 
erty. 

(U) Mtiitaife own foreign [podipy rojlfcctistthcoitanig- 
ing perspective on conflict and conflict resolution. 
Before the end of apartheid, Kline Fir«iriliine^tUtL^\wklLlMl 
considerable iimBuemoe iin tfltei pgium, concentrating tttaiir 
coflective dSfiatls ®md^liiggv^thia'(oaMnroionciKts'ensyiry: 
South Mifkiaa. There HasUaMsdBdseeanattutiher common 
enemy tojpnrMdfcttteseMrfckmnauntni&sewMilihunilnilcd 
front: colonial//Eiuwpe!aniiaite. With the shift in perspec¬ 
tive that resulted in titeeanfl of apartheid amdl ttheomU of 
colonial-muled MfroaaTfoiei^gippiiliyyhhmdr&attttfliidnitnto 
multiple, often LcoiitmildcW)mryanihd()U(|mipulii|rihi^hilos()- 
phies affitMteseoooBmnrtriiiMAfBiBfHlEHatssaSeHttitferi for 
divergent political shores amuH, in doing sa, lost much of 
the power base they had eitnifofycd \Whuntlhpy\wirojpMrt of 
a imwiRcumlleitlvK+’iMxlc. Without their Soinmurccriltattivc 
power, their leverage in a global sphere has been 
reduced considerafeljy- 

(U) Coupled with this firargmuntull ffirnjjgpipdltsgyiss 
the UadkaSf an economic [pnwnrbhase to recreate same; 
sort of linkage foettwean tflessecoantitiiaes. Mrikiun mattes 
were ssopprooccppiitd in their respective pasttoaMohiiil 
periods with maiiimlhultdhg^hitat economic aoMMsdlder- 
ations often fell by the wayside. 

(U) In emdar to remedy tthisssitutttimn, some advo¬ 
cates of South Mtiictfe historic Ibigomctny iintlteji tggpon 
advocate aaasntfawsmkil return ttotflikstyppe of arrange¬ 
ment, but with a benevolent (vorsuse*[|dlcritaitwe))im«M. 
Under this type of relationship, the oomsttdlllatircni of Mnt- 
can states would (gain irevdKvc ;arounliSSoultih.\4ifdacab feu t 
a Iteinevdleitt South MfrieawMtfc hvwtki Id > now tact in a 
manner beneficial not just to iiks< >®\un nintesestbubut to 
those of its neighbors.. The ipttevious;asymmttKy\'sbhibh 
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(U) Government feitoESffanei rridCGHsingrcfialtenges 
from insutrgeirtts and/or ogapgs 

reigned in an apartheid South MfiamwmdtldsJilHeKxist but 
under this tilmony SSimWAMcicsvviuldl tfc topipdh ih hefiego 
mony by remaining ever-oagiiizant of the interests of its 
wards. The rclattiomrifoiiip wuitillallHoilkcinicircinulltlltttetill 
in maltuire, with ttlhcoumnnrmaiaddrijtotittutirailal needs @ifl 
each country of prime importance.. Naturally, in order to 
be successful, it would nusqjmiine the miillhgjness of all par¬ 
ties to cooperate. 

(U) The antfittesife of this hmcMoilmt model is an 
exploitative syrifiim, one mlhklh vwaastIt hen(«mniin i S oStiu t h 
Miiea for many years. This irrmoulkil harks Bsadk to the 
not-so-distant past xidtmnmaiimKiliirtteeeistswseeee of para¬ 
mount importance amdl (csuirttikssmllated to each other on 
a Mbtenall basis ffiar the nnsSt part, leading to regional 
imbalances and fraipiorttccmifiklt. 

(U) Time will tell if the so-eaUed tancwalkartt imoiddl 
takes root in Southern Mfrina. In order to meet with suc¬ 
cess, South Mtikaiss neighbors will Itarw to wmtt sgmvtth 
and stability more than they want to usurp South 
Mtikaiss hegemony. And SSodtih Miica will have to 
prove to these ssamemrigijjhbBrs that its goals extend 
beyond its enwn HoxoitmlduruKs to the OTmramoir sgimtl of the 
region, and tttemnobt exclusively ttoitks European aawd 
American oaimfltnfpaitHi. 

(U) Adding to tfltc-ccxDHpfbd«iti 1y of the disoitwiMincrif 
conflict and cennffidt mawifution imSSitbSSitaan Mtikai is 
the issue of arms transfers since tthecimd of the cold war. 
The (moiiluK of the supeagoaDwaars (froni.XAfiich dsasnenrollnt 
that governments tthexe no longer aarjjoytltihd uluxiury (of 
financial ass i st a nee i in btaooritii pg I th e tpq p i prntt n t of their 
security fiances. Conventional military espiipmant is no 
longer so easy to come by now. Conversely, in many of 
these countries, auut 0 maiiciriftes;arc<rifterK(bh‘ei|peitlthania 
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(U) Basing agreemeinfc irm ILHtama, Morocco, Egypt, and Kenya wiill 
remain key issues for fine (UtS„ but priirnari^ffaiirpuuTpjHffiesaJfppoTO^ 
projection oiuiitsiidte Micna. 


loaf of bread aaniJoftftBiasas accessible tteaaaisse of the 
enormous ii.rtrnr.>iuiiimu; (orffw;c^ifp<on’ 5 yHi>ri.C'Ui^iltiti rh,tKtxj/\1ijfridua-l di>r- 
ing the croMvwnTiiamldltiherielhrbdluhihd. This irmciunKUtett 
government forces ams no(w\i nknensi Bgigl y Lrl-iulnainkb I c to 
challenges ffircanm irn»uggimteamildp®iggaggs. Furthermore, 
these saime^wffirTrnEmteaB®ddiessindi(fetes!&isueB6&stful in 
engaging Wfesitcirriggism'nnnuoMs to assist them in their 
fight against these hostile fames. It is important to keep 
in mind, too, that African goveratmtJtts lfei(|uimri% find it 
difficult to ensure tfcatran^iidlreesiiiuciBssaaiealdlititiljtatddd 
to tHee masses, therefore, the military its becoming aa 
determining Hatttnrr in eun&uirhjgtltbmr delivery. If it is 
under attack cot vulnerable to disruptive ihflhamssfs, it 
affects the entire population of a country. When 
national armies aKEmUmimroddaadcbotitHniaiilkjtiiniDsur- 
gents, political dissidents ftwe no reason to eschew w>- 
lence. 

(U) With this stfii'ft in the imttuiiKaffaarrraiacapijaisi- 
tion, conflicts in African states are now being prolongedl. 
and anae inmmed nitii'ten.sanalntietpscfnldjitilw) mi.dtf f dit'Ficull to 
resolve. And \wiiih tMeeddehhieie of legitimate fflosaramiic 
activity, force has become life lliiimgmi limmaimottbtamiMg 
resources andlhhasnttaalnt that conflict often sfpllteiiiftK) 
other auiKaas. Examples of this spillover iindUdklhftema 
(Sierra Leone and Cote dlfowra;)), Rwanda/Bunumdii 
(Zaire and Tfarmmirtj, and Atisgjdiia and WtetodplwiqiBe 
(South Africa). 

(U) A corollary of tjtifemswfpaoaldlgm of conflict is 
that there amt- \vuryffcwoouiip[|tu victories inn /Mfricnandd 


this is due, for ttfkeimamttgartt. not to the strength «rf 
the iriKujigurlKsbbtit to the adtaiise; weaklattsss of the 
government in deftesttirjgthtoas insmgegaats. Most 
African armies are not properly organized, 
equipped (oirttmiwddanrid, therefore, ill-equipped to 
combat the wdUl-amnnsdl iimurgandass. 

(U| A Ifuiiiihar impediment to conflict resolu¬ 
tion is the fact that negotiated settlemeMsarKvaiyy 
difficult to achieve in Africa, for the following mali¬ 
sons: 

• the insurgents odtemhaise no clear-cut ide¬ 
ology; ideologies are often pp&fssmaiiltiyy- 
driven, or mew [pilayersoamffei ihtrivilitaqn pic - 
ture, preventing aansemsutis.. This results in 
an ever-dhaimgjiiiigandlttiBrrffireeconfiiliaHigg 
insurgency ideology: 

• factions paHifenattc as the onim It'll kit is pro¬ 
longed. This Ifuit i nmd 1 rza it»m i it h Hi Ilk S hdi c 
govemtmemt'ssddsMice to settle dllncccKsafrfHifcttt 
since there is no clear-cutt single adversary 

(e.g., Somalia, An^galtaatdlllilteritd). As a con¬ 
sequence, the government often fails to 
recognize ffiadtiiomsias legitimate factions rejaras 
senting the whole. This factionalism also works 
against achieving aftrasemusanroo gghh ei nrrnn y 
disparate panties; 

• there is a llaidk affedduutirinriii rthdiecgegutiiating 
process ittsdlfYfogi., Mozambique, Ethiopia and 
Rwanda); 

• during the msg^otliiom phame-iff reacbed-fdtwv 
countries have the money to finance the logisti¬ 
cal aspect of peace talks; 

• there is rarely iiilKirmtiiomll support to sufiftaiin 
peace, which maty dWlgytlthqtpj^ssi^l^tebamm- 
bique) (tarlteill to a Bmafeheiwiin of negotiations 
(Liberia); 

• there is a shifting idea (oit wlhtlt wutRtWfiJonqno- 
mise/defeat mean to the parties involved; and 

• the country or countries involved have been vir¬ 
tually devastated. 

(U) As the face of Africa changes, a sens® of pessi¬ 
mism cam Useddittetadd in some qpmftars. As conflicts 
there increase, there isanwtriteatilhmafthlaxppe, the long¬ 
standing htappe that the lot of a jpssStofottniidl Africa 
would be better-bbdth economically and ppdttifoAlj'y. 
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After almost three dJssaabtss the (qppmtfce is true nrarre 
often ttlharn imfitt, and the itomnn TlfHitt] WVailiis.'Stll 1 applies to 
most of the comltiiiiimitt,^ of a portion of 

South /Mt uaasipppMatio)n n alnd 11 suhli a 11 pockets in other 

countries. 

(U) The UmtedlStateswilllaifwafydihaBeiatstitffitEigic 
interest in ,Miiiuu mbU titsvalfelfartouhut this iitttaeat will 
shift as the situation both in Africa and the U.S. 
changes. Basing agreements in Kenya, Morocco, 
Liberia, and Isg$?plt will remain key issues iharttteeUJSS. 
but primarily far [pujpostssi )<6fpipwwtep ipijejtutu mutaitMde 
Mfrica, not inside Mfiiiaa. In addition, oil, strategic min¬ 
erals, humanitarian and lidlEffagearalcafissaaridiHriiitEtBsstst 
in keeping so Hanes of communication fflpHnattliatlhtlttee 


Horn and the Cape of Good Hope form ttlke tea is of con¬ 
tinued U.S.. interest iitm /Miica. Nevertheless, in an ona of 
decreasing lit widgets and iiTOtmsmgdfokBinwiitibitf'oKus, it 
will fall more sndimrace to Africans tlimmsdkBsttesrtrt 
out their (affrrilktts, to ffiimll \4iMaars<stoilut)i!i>nB)tM African 
problems wiiitrkroiiitt relying (smtcultsittelihljlpoDr by relying 
on the assistance of the United Nattikans. 



P. 1 L.. 86 - 33 $ 


KX 


t reuQ) 


"RespoirnsES to HumainiteairfflriflBrasestllfei^Btlele of ClassfiEotlllilttligfeoefe" 
co-sp©if® 3 ffBaadd 5 yN®^ad (CCtA. 


The punpi®© of the CtMifarenE© isltvcoffsktl: 

1) to inteirttf|ytltffiet^ppesDfc)f classified irrtbiligpraeecoBfeloTOisrsiffB^dnalreljb dxatnot need in thetthm© 
leading up to, during, and in the aiorintMthalflhiJTTafflrittoiiaarcdBQes; and 

2) to identify iirrlMlIgpTGffigg^s^ialdDtftbergssee^ittelfMfdcititBtfeysgffirKpripdodBcaSrs 1 ability to nrmatet 
customer iregmiiranrsirtte. 

Date: 3 December t1SB®> 

Hours: 0815-1 GOT ((lfi^^tEatajTilte{jirasi1C108O(D) 

Location: 9A135, Headquarters 

Credit for NCS course IS-355 (Current Issues in Intelligence Analysis) will be given for atte nding 
th^oMsiieriO^ ding I 

P.L,. 86-335 
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P.IL.. 86-326 


(Hgffl-ltity, We are Imikiimig tt*> Hfptifltaiainnirtjld altitat appeared rim CRYPTOLOG Vol. XX, No. 2: 1 \\1 

PuhiisUimgimcaMantimr of the Technical Track. This aintiidkc Ifaituilai niuntktfTuff/V^nxsyppiiMiuatioHklthappnwkldiilthc 


opportunity ffar disseminating iiif&imaaidxnn" dlas \aehiehadlir for both ttohlnmMiggyt rtauisfer and oaimrr growth’ 1 ’: for 
instance. The DD Eye. Crypkelk^jirc QuarttaMy, and the Infosec Technical Exdhmn^c.. Since CRYPTOLOGY focus is on 
explaining developments iiin ( 0 rnessl'iBJlUttotttumc(ontsalduti.t,\WLmMtddikba(t<),ppriMldlt(h«vwi:if(iiltJrat i 


article appeal Kali, a number rfinaw ipaiiatiiedlsltjaYeipppeardd, and we Iharwr: IlcuTiHtUfilTciBliherSlItitiCKiMWddititltfhiti time. 
CRYPTOLOG would like to add to this list of wdlniidtes ffiarannttiitHliiijg to one’ssliilll Hid Id. To quote from the airtidlc, 
“Are there any jjmnmdbwlti«Wx«gj^lal^)cooraeiarCTS>sy(ynu(itaifck or to your computer sionturi.'.’ How about newsletters 
and other tecall jprffllk^iinisstlMtyyxBi^veicsmfi? Most Agamcy teidhu kill I sstwet tesssKxbikicii tpppper s >o in a m aiminia I basis for 
essay asanteSts; look ffer ttteaanmmneHrantttsincGattntlict one of the stowkifyss( xfOdecrs. How altaoutt an organizational 
technical rcpnitt til tout (cairoiitss a \vti iffedj istrHiit iim??( ’(urnfuePHaris I a tail) cTekiluiiinkhil) I tXi oto tereananl x< tstoelbp I p poti ijtcyrAn iththe 
right directtMin.''’ If you know of such aim («|pp«)ttunit,y, please provide ttte CRYPTOLOG editor wiitltn tJhc nranreafftltibe 
publication, its csiiiiltioir, a (dtesoiqptiioni of its mission, and instructions flioir stiitairiitiirgard idles. 



“But this is the simplified version km ttlhc gunctil I fpilii lee'.’’ 


Unclassified 





®OCW>:: 40333m4 


CRYPTOlLflDCG 

Summer 1996 


f 


The Need for 
DatJaabxsees (U) 

(U) Ann in forma® ran downpour is flooding the 
Agewey, NSAM3T and efetifte) war tutdti testurnsshteee 
created an tsjiMtwOTJtBsrtt in whiAiif®i«qjOTtrfflt*¥pa'cefl% 
access ditetlttat resite on remote wyHffims. Th&siittaa- 
ti'on ^toritenjftSfryadflsaWgifts, inciudimgttteqifiHkkiiadd 
paperless cflfgsmainsiifcBn of informafliiom, but it hasateo 
become eraser for infbmnatoiemtifcgget into thtewncwgig 
hands, Wlte-n gotop^^ 

reside oteteereonneteddert^wtoks, unauthorised assess 
may rnasld iftrfonatijtton at a teasMfttftiwteefttel hitter 
than tfltafrowm. The onnw^itasees of unrestricted dMtta 
access irarjgt I Twnt Irh oomiok wit a 1 retrieval of dasaaffied 
information IbydihtrsdvuHthrtut adequate ^nwisiawteoto 
the iimtejttiajttil tmtntffer of dtesffltefl ddtemtltasgewtibose 
goals lie in the asceas of profit and eepptaagge. Ttes 
deariyrig%stUfs$iKm\wecestt 0 ®tiflH 0 vfq®«»tst. We must 
take precautions to ckwhik tteft (itttactamlteas®^sgddQ^ty 
% users \wilh $dtegtefeteitotiMi<i>fflfls. 

A Possible Solution: 

Tmusted Solaris (U) 

ftl)> The ksitvwyt<tcp prtetsiot letesfftifcdala tis Is to 
locate ft (M«tHMfldtoweimsititwes oar networks tjbdtcoa'iyy 
data of a artiste ssgatfHyylteefc]. These irnaliuwss or net¬ 
works would bbeacatnseshlblenljrit^ aMthsuitoeriiaedrsusers. 
This atfljy ^OTmllfeiawiriiiitaiqiiWddiprppstfttl, but this was 
the. mown uttttilnssantliy. With secam% mfidhmi^sswfth 
as eii[piterllardte(«nd)r«resy»U(ttmnri^screQrl(lokfeoti;ts, and 
restricted ldwakI arennsCKookks, tltenseeassay^rorimtels 
were provided.. Date at a syiigtec lulaslMitafio wawas 
placed (onaaiwofthme, and onilyaBtitbdagddisMS-ereooid id 
actsfsstjheiraadlinte. Users inttttejj&ssemwornaehhira&c 
repftewtetetlftst matetkhisn mdtftddiittcomwii tnt and 
overly ircetrutttut.. Utey rws^tijcbfccitjteltP tacaceeglsitdata 
remotdly acratas rrml 1 1 fif tunittwwkk sib d d at Miftfplksstam- 
rity ltoeiis. They afewwUnt to ihbtggsWaniwfinrtrtutron 
resiling omddiffeeht madhimes or networks. or ttrariffer 
fttformatitoii ttotfl©irltoedlwarteMi<toBs. 


PJI>. 86-3B5 


—( TOliJRfl Matty ocgpiaatitiDsis investigated sseurffe 
operating s^eaarassaas betotaneareans of providing (data 
security, These c«tprerettinys>'yKlomsi rark nkmwrs fifoffie m - 
partnrafttd >PJf iolfcVXtak k Ktuit in r s (ClWi) and imuftt ful¬ 
fill retjuftwratesppctfi&ddbbJ'hthDdEtefssiintdHlgHiigence 
Agency, The KMS BOXfOJJOHv projfflatc&riiiMttoblaase 
its architecture upon Suri!s version of CMSV, the 
Trusted SCHUGIHES operating system. This grraritintt is 
dedpjedtodltowiusscrs at different (dteararosesttxjhliadtfle 
infonmtaiiwtn ititdj f ftmrt tl tl t-vd s of seewritty xttelteflprftteM- 
ing the ssaintfty of that imfwmtttBmamllkleeppiggtippjpp- 
eriy lfcfcfedWd. ft ticcomtpllHs'tes tltWslttkiw|dgliirlusaj sc of 
privileges, separatism of adrwiiriiSJ^ten$te((W«ffedssino 
'ftteTuisrt}. and lfttedihjg of users,, [programs ,aaroldi ri trior - 
matio®.. Trusted S<GSL$ffllS is the btaadfobooe of the 
BOK8MK Phas® lloppetfitiorial system uasdebby K53, 
and ramuu\st ib &orrpatMwi>n of compaitttnwrtteUiiiftfoiirnia- 
tiom.. 

(TQWf) ) BKDMOqy'Hs.ss plain wassstuccomtotuaiasu^ng 
Trusted SOlLififHES during lteerrpibhasss, withtHKaddd-i- 
tioa of a secwrei'dtaiotsradl dattaltow imuncjprwciiti tsyytUBm 
(MEfflW). S'Sffiym;, imUfBS, aind OXMfClIHr;, the 
three wafarditlttba-s&s at the rill lh;rut'fttjmiu: \Wf- 

siows of theft protect lines that iimmotm CWlMs. A 
secure RWMWiS wotiild rrafa: iit ipt«« ItttaUotldij'iaHippsolifi - 
wdiiewvUltbtiUi tlte nnuddofor any sppccib I aUgcuriMtaiOK to 
guairartE® diattiscc'atitftvfilllttDiigy. For iiitStamsa, if a aiicer 
wascqpffRSihggtit a C<3MUE8MTM,L dleamaKselteeil 
and impae^teduiiriarmtuiarii'tirnm saiisrmrticathat imclluidid 
dlatsdlfc'atftm ll&'.tdksiTarjgirjgitoniin OTJQy^SflEEO to 
TCS8P SKCHfH'I , the uu^rwcteffloorilybbqtptisddddriftfor- 
matitiim at the C0TW1 liffW 1 K41. fevell orlhwmr. Fniir- 
tthemtsfftK;, the feat that infaiitJHftifBneskitedditat hitter 
levels wteld UHttbteaipfpaffaritttothhamser. 

(It)) Mtialy, the 0tf(LFfEES7iEiinhawded Ssourity 
protect wasiwedd, awl it psrifflitmaliaasildeHirdd. Btuetcn 
ttlbt \wite},pcaald\A>gBnyyi acse off S'KIfiXfc'fhi, tthedtewiiOTn 
was oyentnail Jynradd tot swift hdb tbethe date- 

feaseppnddQCt Iftre; again, date seeuubtjtyvasas prowiiteS 
exisdilyiBsdtesirflitedd. AUttltawrili ttliavesKccuwc IRIBBIWSs 
waritadwefllJ. tlheurtldppejildenceHaiiiiimiadyateacHres pro- 
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vided 1%' t ittoeoppsathtigjg ysjesta rwaw asmnjnaa jhravdbaelb a c k 
because cuanjEsmsabboti l Trusted SOlLAfU KS were shut- 
facing and could not Ibe iiggnmitHil. 

Cfr’OUti) BOXOAK had fflamhinKti in regular ram- 
munication withi Y4, who woas performing aamopfiara- 
tional test of Trusted SOU&H1S for use iimlihtDDDl 
Virtual Campus architecture. Y4 found many flaws with 
the gttMiiiiHtt and (E«fflitted^'ddeiblddch(nlDt to use TEiumudl 
SGIU&H3S. At the asametiirae, BOXOAK was oqpHiii- 
encing many of the samms [pnbMomisYYTvxvsirkdrtouoiarit-- 
ing. These preMonKwarecaklll of a IMikyswrimssiiniiititM-c 
and had to be considered. 

♦ (U) CMW* are mat widely uusdj, and it was 
impossible ttnfifikkfejepipitrt guidance amhaasms- 
tance in other argaridatiinis. 

* (TE3M0J ) SUN was promimi; ramlly miimiiiMall »uqp>- 
port far TEm4fcril SOIL AfflIS. BOXOAK was 
dealing with one point of contact who moved to 
another product line. Support was virtually 
nonexistent after tttett. 

• (U) Further development! of Trusted SOlLABSES 
was negligible at test. It was supposed to keep 
pace wiMn ifhr rmrannseeanrepprckda-icteiielea-ses. but 
this did not happen. As a result, many new tads 
could mstt be iinStdlhdiaHddJSisfed. Thiswassaa 
major profefcmin wlhantbbeC fikp^huih l Use hinter- 
face (GW)) development tool that had drain 
purchased <oourilkiii mat tteeuaselds sinncei ti (rmqqirbd di a 
newer rdkiase of Trusted SOlLAlHfS than was 
available. 

• (U)) There wtauMC|^wtss)f)f wuioariabiiieiiesv'vvhth 
the very ssenrriiyywiuhlcSriTstedted SQLAtKQES 
was <dfcsjgmiduopp*©ulde. CMW$ are taiillit ttn 
protect a multfrtewdl, compart mented amuimo- 
ment but have been ifaumd to be exploitable. 

(U) These iisHiEsrdbmte^oWftdM^Bencssilaittedail a 
hard talk at the miisrifaam of using Trasltei SOLASJfS. 
When oaujdhdlwililtihtlthd'afact that the ssrnre RDBMSs 
were 50% more costly and imurdh iniotedUfliailh tterrmn m- 
tain and administer than theiiir rasjitHsoaure emurt tappatts,i it 
was deeided that aiitaff dtfemsaivess to providing the nec¬ 
essary security had tot te Ifoumfi. 


Alternative Solutions(U) 

(KOUO) D uring cioinwmitiiiornswjUh SYBASSF, the 
company Itadi allUdMl to a new Suciuh; SYBASE prod¬ 
uct that would ms# mapikL-aiLurtltefJyrigsg©Eueeoppca£iilijgg 
system. This woMltiJhhaeanatet many ctff BQXOAHLss 
security needs. Unfortunately, this product never 
became arcaiMfe,, and siriffl dtoesirattapupafr to be on tlte 
horizon. BOXOAK had to keep its investigation active. 

-f flMIDO)) A n imffmuiseppjddctt known m SEMHH- 

NEL came tenthAiatwtdiffition of the BOXOAK team. 
This KU4 grariluxEt provides SYBBA58E security (Htomiiwg 
without the neediwanunritol^hgmmrEeagsffiraihgsyiss' 
tem. SEWfllfMT I, was designed initiidljy to support 
other A74 applications with seeoiirtijyfi Mdtbngig needs 
much mranettiimpiitextltilaan BOXCMKs's. Implementing 
these requnraiiuittsiiuuurssssuna-ccatt in terms of mainte¬ 
nance and [pmif tar mature. SEMJIKHLL also required tite 
purchase of additional SYBASE software which ©UltetF- 
wise mass rant needed. When iitt was finally dhttaimnBdi 
that BOXOAK did not require as cMroitatteani amdlilte?- 
ture arsthteeAM-^ipjejtets, the ©afils sserneeld to far out¬ 
weigh the bendils. 

(ffftTO.j)-Since theme weree no other sffluur%p]D(Ddd- 
ucts to be ffinindl, there vwtffioasijyoon&'aittacseftsfctaorion 
left. BOXOAK. would design and develop its own sim¬ 
ple and easily maiimtamurh dlutasmturiw i neaHaaniism. 

Hhe boxoak S0Mnxn ( mhjbp) 

—The requirements for the BOXOAK 
implementation w«ereedririsnib)b^hate9tbedktb<i chs- cus¬ 
tomer, the K5 High Ahihtdfc Hfaggstanas, which iindUrite 
many (G’uril'gruraiomCUoirnrbl Boards (OORf). These 
CQfe operate alt varying smauri^'ld'ee'lsIsinthd'iU'ill be 
accessing tithe ssunee BOXOAK system to manage tltoaiir 
programs. It was required that ujesoans, w-roiuilldl coiriby fte aTHfee 
to access and be aware of information to which they had 
an equal or gianimr ssanrH^y 1toed 1. Furthermore, the matt- 
works over wlliiifh tHis.sddat^vBolrld)b4rarerfefrci±sksttrid 1 d 
need the same pnotedniems. 

tUOtJ'O)) The BOXOAK solution \was multi-fac¬ 
eted and rwnsHaaedlippttrtlihatmtatiigyirttpipIravletelvtlhahc 
SENTHMEIL product. This strategy wars Itiuidaimrtitdlly 
sound aanld its use would fiaiitetlae future interfaces 
between the padludts. The implementation iimdliidesttte 
database dfesjjgn, modified datofisasecquuffcss. and a ffow 
translation algenifannK; it will be used by all BOXOAK 
systems. 
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Dat®lb 3603 £OBssatgn (U) 


(POUO)) S ome essafltMl terminology must first be expbiimsad. Normally a iuser has a dlsaiBUKEiiairidddatdifaasi a 
classification. BOX0AK, like SEMTFIINEL, deviates ffinointn Lfhkurorwirntion. Both users aniidiataltevaia classifies 
tion which includes ttlc natiisraiall dteamaiuasifegg,, UNCILASS I HIED .SSEiREEl), handling codes (e.g, US, UK)), and 
compartments (eg., TK, B). SEMIMBL uses the tames privacy to refer to handling codes, and special access for 
compartments. For cmsiisltenDy'sssakke, BOXOAK also wised tttet tens ^jiiaay yaad d [spa ala I access to refer to these 
codes. 


(U) Three attatdbHfsettdclitescootitaimggiMll possible vallujresffnToiteiaaanees, privacy codes, and compiaiittamntaHdfcs 
are the core of the security strategy. The table stsniwatiuiceK, iiiTdLudirjpssonicssianpjiidaldtila, appear affeir fciircteKuiijpttnms. 

(U) The cleainaiuiat ttdHfeoanttanssail Ippra s jMd ev uiil a s sfdi'o t kiwi nance s. Since only one dkananotEeoamiteeaassigindd to 
an item ait a time, a single inteptrrissuaedddcddagiptBteadiEhlaaleaBaBcc. This iinltegar i hs t thevniitaeaatituilMyistswioiatf d 
with an item wfeanitt is stored iimfiteddiafebase. Also sitoiEid i inttobisUthM amerdithfii Hi 11 and dWhiowiiatidlllidatislife’irthhc 
clearance, used for dnspBayiiiiigtfiaiftcsintttcessxreerinooioflriihBildopp.y. A color (jlhgHdl^jiffisJtnmldaaoioid is used as the back¬ 
ground for the dlat^iiiraitroiusStiiiBjcoiuajyy sKCceorrliiiipililyv.s. A second (Btibar ((I|gBdtai))i iriiicatitesiltba'odikir of the text on 
the classifficatoomsttii^aaninldisdiliTitetold to the values of black ((BB))afflU\vfeltete (W). As am esKartgifc, an UNCLASSI¬ 
FIED clearance vwuulldl Itecdi^hpiHamaasStfppewitiltltihiabktdBXOnra^giiaeitotelqkigMJuhd. 

Clerniamose Table (fl l jQVO )- 


valuta 

clearance 

full dteararoee 

bgoolkotr 

fgcefatr 

0 

U 

UNGL^SSKEED 

gream 

B 

1 

FOUO 

FOE OFFM3ML1ISEE 
ONLY 

limqgKsn 

B 


(MWDO) A data item cioimlldlhiim-tbotthimdtiifiki'prvvaijyaamldsppciialitiaceKs.codd'cs. For instance, a TOIP SKCIFHTT 
item could have privacy codes of UK CA and spud fill auafissess of TK VRK. As a resnllt, tiheKC«!odtL\sltiaU to be han¬ 
dled differently to Sari 1 iitufcatsigpiiiggnnnilitfifilcvahiess to a data item. In both the ipiiirsarcy amfls^iaaritll access tables, 
there is a label field mttiidh ojunttahsstHeeasttualbodde. There iis afteffifflpassiiinmfieldd(^kxDedtmanririmg§ef)vWtkltaiapere- 
sents the c«wlUss[px^sUaxiiriiiiiii;bhitiiippist««:iaitttLci.'nhth dadaiieitem. When a data itemoomttaissaal liiirithiibitwppriitlifiie 
designated posnliiota. lit iindkiUtcssfihUtfiteumliai^^ to that data item.. For example, if a data item is marked with a 3 
in its privacy ifiriW, the cxj»nnL^ponidii|gH)itrrafli(bhinuyy;(ifU]Lviateliitii)ti)s il) 1011. The fflSHttestfhatcoaweppoddOdhttieereronahd 
first position (starting at the right) would apf% to tftife item. A lookup of the privacy table shows that a 1 in the right¬ 
most or zero position irnxdlixattw,tthelL^a{«bic,;anU;i;illimtbleeltrrSt[T(«'ikiit!MiniiidiitiQM£si;l.lKK'Ocklc. The same design fe uti¬ 
lized in the special aiocimurirtife, wHiiiiha&et jc ootteti*i a fiftli 11 label field containing ttlteffiiill text of the code ((ii.e„ 'Haltamtt 
Keyhole for TK). This full latodl wasdtemKfiiumeeeessajyftxDippivaa^ycoddss. 

Privacy 



positfean 

US 

0 

UK 

1 

CA 

2 
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Special jfltoMSsiratidtel^-- 


label 

position 

full label 

SI 

0 

COMMIT 

TK 

1 

TALENT KEYHOLE 

B 

2 

BYEMANf 


(U) Tables with ss&nrredd&tacaDtaiai mhtbesththeikitinteg&elaiddsiceH|rosjobnding to the flUmee dtessffiialiHjntatfcifeles. 
Other ttatoUesthhat interact with tUmsdiata, including awutss iardkkkviicKS l(dwtsts, networks, printers) ailsoooaaMiimtllhese 
fields. Thus, an entry in the Usar ilalMk icoiittuiiKN utsm irffwrnaatiuii((iee_, name, SID, organization) as wdlll as the clear¬ 
ance, privacy, and speriidl access fields. The 'solluiies in these three (fidUlhLcaiitltiburbbi£.(OJji|ntpaii;d to the values in the 
fields associated wiMhiasjpBmffedddiailiaitiicmi. Access is allowed only mlhcn tihe wtlliess in the data iitorn aitctdnniimteld 
(equal to or aireawceitlieUjbbyitheiMiscT\ , vil«iH.cs. The inmudhankmi (twinrKBtirititingllhiacacBKs.s is implemented Hf^tlfee 
retrieval criteria in database queries, wihiidb is described in the next sedtiiom. 

— (TMiint) A single integer field can hold up to 32 privacy or special access codes, which is more than sufficient for 
BOXCMBL This designtcanbbuee6dcdckid(*<muiti[tiplieitugegfrelilsl(ilk if an application ltfflpiiKsaaggfaMcniiunlnihcr of 
codes. Any lriMinalfior of clearances cm teanmnnnraldaedd, but since these aneeoanttaUteld at the national! Itmdt, there is 
little chance they will lie mndiUl. 

(U) A Colors table also exists. This table lists all possible cwmibiinations of values in the special access table and 
associales a loolloir \vdith ectidh. If one or more ^pieiiulI aaffiBffiotidisseeciifctfdxDiaari thorn. the color from tthe Cioilonss ttirtibe is 
used in the clarssitficatiotm strip© am ^rmntdi^]llaysamLI«iq«trsttl(testlttkia.'0(lxkiEiasMouitfltldv\Mhlthhcldaii;iiiMiC4';daihic. 


Colors 


value 

label 

bgcolor 

fgcoloir 

1 

SI 

DarkGiramgc 

B 

2 

TK 

yellow 

B 

3 

sim 

Tomato 

B 


Da to*MF&e(SUfieress (U) 

(ggffjP) Once ttlhedlataiisidbbMfiddAdvMlfithffip^pDiMalfiaste^flffiation, database (queries i must be candMtyaom- 
structed ttoacmmcctlthnt security Ifilliteintngtttite.S[i(ilacc. In the cease of the ctea ranee I thHU, the intupincomurtt is iimctt by 
checking tlhat the usarlhasmcideaiiaincddwbtltilaitlcdiimiTtatefiithiEqequteslaihtlata. Only data tfhat meets this (traituria is 
retrieved. For the privacy and apm^laaceessflMds, security filteringdlccesrnotojEquatxiixxIckiiniiiEUition. The user imiatt 
possess all rades assigned to the data item bdfcn® iit \\Milllheiratiie\adJ. If a data item has a privacy cradledhatnnqpstto 
US, UK and OV, dhenttheiusanimuSfihave at a minimum all ttHmae of these privacy codes. Logical bitwise anarijpiila- 
tions are used to provide this assurance. The data value is logically ANDed with that of the user and, once again, only 
the correct data wiill IbeliStiiBVBil. An example of a query with the comnodt criteria IHllows: 
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select Blhmttiniiiame 

from ffiaatiislB,ll4ser<i JU 

whoic mmsormame = ’JraniB^’ and 

B.clearance <= U .clearance and 

(B.privacy & U.privacy)) s=B.privacy and 

(B.sp©riM jKwmss & U ..speeiail^access) - B.spedaJjatiffless 


' = p*©W€^J’he results of this apaiy atBebbasddomtlliidaiata in the ili())llll()r».'iimgttiiHli};s(fltiiit]mnif)smdd;HiinTiiplc(un[rapnrt- 
ments appearing iiirn ipuiruanthLSSLSsIf'oriillMttttiiwiTtu^owasstXDiiliiy.). User “jomes” ltedfestthee SI special access cwrfk amU mill 
not even JkaicMS' tttatttaa NW CCB exists. The userssotterramcaltkim i nute ft Ithe BOX CCtJss clearance, and all of the 
BOX CCB privacy codes are erantuintsll wiithin tthc uraartesppmffl^txraWss. The BOX CCB will be retrieved. 


Boards Tahl crfFOUQ ))- 


boaidnname 

clearance 

privacy 

special^aomm 

BOXGBDB 

3 

5 

4 



(101)(U$O&)) 

(M)Q»X(B) 

NWfflffi 

4 

2 

3 



(Q)1CDX(UK) 

(CMi)(sim)) 


usenormte 

clearance 

privacy 

spedaLactcffiffis 

joiracs 

4 

7 

(U1XUSUK CA) 

6 

(110)(Bm)) 
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Ttaanstation AlgsritHms (U) 


Adtaamtas§es (U) 


tpODO) Clasaif&tatiiims are always disptoytsd to 
BOXSMiSL asEHsasstlKfct siii^tH^hhHsaiaii&iknwI'adgdge 
of tfneirr unddetyyriggnitagtgar[rap. rasetitat so n s. TSnare wwas 
an ofowitn.i>snissiirt»Draa^yjtuc of algaDiHmKttotwewiid^pr©- 
vi<fc- fc ttoT^iMTOrt'iijnTrteCetxltDtintBgeg ifmdrfMiromtigtttger 
tottestt. Four fumedimr&vweardcartefiafjdd tgtisiiyiSlys this 
requMKimmtt. Two tlurotlonasLgtjppiDrt the ttraoiittkin of 
the aitaraaneo, and ttte»thhL'hq<wtrarslatidtothdlfc ph'u pri¬ 
vacy aawidsisfiflalaiearaBSsdHsdes. TTteBEftaoutiosi.wanere 
vwriitttQniinoantobdddcld QS@L so ttefi tJte^osml&l be easily 
poirttadttnotithci RBffiMSs sh«MitiitbltcfiEWieb4>a aerated. 


V;lii i.ii’ti III illnt«[Mi'iMvllKWiJ m[> C4'lJi m tHi*JKC.LS.liC*a!IT^JT4 kSoUC 


catnoitittslt. Tnke^cc^wsvweMseuitjidEtediaainffrtlMe the 
badtpcaurdlcolffiilior for the cktssStead ionstripip©i xm i rwi n - 
dow$a»wetllaadltb(£olskir of the dhmaffisatti wWtexttkistllf. 

NetaDTrkCCcoiBSli® e:i di<1 Jio:ins (U) 

— P*S)HlfBi) BOX©:'?#! sy Sterna will comimuni baste 




will have Uhj bha diijig hn^nW vi'oaia ssliEt'ssifioat iasHoa sst®di a t ed 
wittBn iff, definingtftedifU 11 ran«g.e of imtlfcaBnftltcunnrtrsisiidiigig 
theme. Ttenotstwrklacaoress wJaklhthh^sysLsititsTO;ill\'ill 
coiraumun «a4tew*H 11 alsKnhhareei aimMitiiumiidiasitlssalScaalion 
assirtaiFttBlKwiilihtit. TltaeweItevtl»v*l111 beawa 1 litllto<txtlibe 
so®tworret(tce®n8i«rdi6tiat datHtoamodt be ttrunsniitiiuddc ta a 
syStestm wHbhaari risBffftnHffiWesraritfi tte\leke 1. Emoyfpthmiss 
alsffiiaaTaiilliWaotprcpsritkidecHEkyiifaiy for dattaUtsaiRBTttitttd 
overitsttseckksnriiil ranptopMvteyl by BC9M5MK. Ewan 
wte n i int-tJ-udr H e Ms la I lafk i tb et Eto \il ow of cfiasaiiHfedi ianh'ditM-- 
matfei), the cdtesESftetiiidoss of the iraiMitiiiggyatst'erondnd 
user uWimstedJyddekSdwlwiltether the ddM.Intafofer will 


(U) It is DimiiHillyigfEdfe^WtfaoisKeaEKnmBrerali^t'ipfllod- 
ucts to prewiitb: system fundtiiiomilliVyvwhhoowiepcpiailslhle. 
TheirensffliBSlstrtdailidiqrlpIdQdttdethssedsa' tkmdopelop- 
memtt of a IhoimvggfxwvuKtoLil that! medtettfediluddairaHiaial 
reqiuiiitBTitaiUs of sepnadijm of mmlMWhM«ll infoiitmaiiuti 
arai ppes'vetibrm of unaffltlhsmtiEdJaiaoeBss. Other stag hi h- 
eanilt athasiliiggsswiHtftikmdidsns taotaaiRu s. Tte^dhKHwIde: 

• L®w Cast Tiiis straltesgy is sigjuiiiiraitHv 
cheatfBir ttaaim thtetaliteratirtEve of buyiiingbbdtta a 




opiiuig l tfeea Idgri 11 thim h i iiwhal v sb isra mes <m sm see e s. 
butt tttesBeaaeerecHshbae, 


Siimpliii-irty. Tike medhirri sjrrss foil prawiihjg 
Seoul tt,y aarte ;eaiyl ^cdetimitiedididdcdomitijidn ted. 
ThsyaraaBsmt of afewaddditionlal ctesHifcaaiomi 
taM^aanffifitdds, mottii2aifiiissartiiqtu«CTes, amH 


lTriiinlfTiir ;iTTiWT.77,jgiTTH 


EaseofAallnirhiBttiaiion. AsttandtaiJcqspeafiiirigg 
sysatetmambd RlDftfMxS are botlb siumupilsT to 
adtaiirimbrr and maiiinftam ithaim ttlhreiir seenna; 
omanttarfpabts. 

Flexibility, flit is(EitHyttxjiioddityhihdeifciign to 
acoommwUi««»tllhennmkit:tb'ieaitOT.es. Tlteajiig- 
iiwll dasdillii-niiwi taUtes cuirttuimutJ no data 
peittiai i li i ngtite r oh 1 n r. Wlku ri aeiMim: 31 otskli'd )t beb t 
a^roiaBddv^hicblmSdstiaiite tke tfiiftieswsaea-e 
qmiidtikyimwldfittfddctippn-iididdiikisffiitiMntiati.on. 


vrrfT!(JOti.+wViitlulvcttitbieaterktulstt bonawteiieitred. White 
IMJMOfX'fK emsuKsstlisat dattaiisaaiaiMhWtonin']totanitoho- 
ri/eril imstsr.s, the SYHB^SE RJDFfcN'lff) cambbedirhctlgtly 
acsffiss^aatnkidtfltihappipbtiffiridhrthiglugte iheehsidKietive 
SifJL (JSSIi) oJiummanU. Maalt B<())Xf())X#L usaits>widlll 
nott be gjBarttddhtie UNK shdll tram wlifetbltltbis IS0L. 
wmmmuwLli si« xexetmlcd; SBnree adimm I'Strrtiimi sraers will] 
have sthdlkarcess. Tte m®e of the SYIBMSSF OpjriEtinntt 
sotftiwareaitfioirahte ipcpsMbforfoidatdotdnsdmaiiijta-r to 
acscs^s fcse datlafafiffis reimt6%. TBk ISi0L. acxasiB 
prelHtemcosiinlibduhiiiidibd iirn a liov,’\\wyys. Fw iiiHtmwct. a 
winapipar penfamihg acsejEsss oanlticsjl earn be wmitltun 
airaaj iitlt Itbc (itMjmmd rttd jt6m \ pri-ve n! its diineat ematiimn. 
Feirmmoi»M)wfill tbeoiCTflmmkiwtli tejrhdse set t@iiwibidd©a 
very' IlirnttdiirgrtDiap. exdlaiding the gsamaaied! userojontmia- 
nitty aintJaliirwiiatitingl1ibp<[TK3tteibiii!y off b»dk-amlJaaccss.s. 


• Buttbbiljty. TbiKiSrra£®)CQBibteeasibi]po|DtBKied 


£4) Dll 01 vi ?vfs -? 1 1 % i iPr;: J liE'Jtf! v S Wg 


CUE. Oraaliiigtlthitaltdbles and) nnodd'^iriiii^iahe 
qiineiBsiisasccioipjiMsibi(^ithtlhtb®8am©itete 
all off tttasa; RlDFBMSs. TntitruFiyj'atininlgtgo- 
ritihresrnrevwhiitttGn iiil :Eilr»hidktbd wMidb 

alls® cam be usadl im alll majjrar cfflmrrnartxiriihl 
daftaftiHStts. 

• Veimtbvr Iindrpeiidieru'e Umll&eatflttfficcwijnmer- 
diall fwodluiiKs, SHaureQppcatijiggysJgmsrsrainDtiot 
wadll s'SittPfCDrotrt} d di ad iln ai a i n t airnl iM' It h d herretenrdo rs. 
TTIhe dtedmnmtnilhdllldaassiiripf)dffi8bltitii®pi|ismdaiL'.s 
a imiEBns off {nwidliijgtHiis'fiitiuoee «m umsuppjitt - 
ivewrdtoss. 
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ComdUsikM) (U) 

- fTOllfB)) Security is the Agency’s imidtiLeintimeaanld 
must always Ibie iEfypjiltxttiubei tstseBsssmmses. As the woiitk- 
force gains computer awareness, one of our greatest 
resources, the vast pool of information residing oan 
Agency oamgiuteis, is iinrrreasinjilyvMljloetiahlc. Many 
measures (can tfeetithtertctpipreiect this iitrioinnuiiion; the 
BOXOMlK solution ddssoribdd is one approach that 
makes sense ffirr its irc^ixumarttK. Every sySUnnnmuSt 
make a tthnmu^haassssHTCixnt of iiSs ssexnrityyntieshdaiHhd 
find the appropriate tools to safeguard its data. Publiciz¬ 
ing and sharing our solutions lets us maximize reuse and 
accomplish security wMb airanriinuini of effort. 


—— y).start< ■6tt&ged\ h?teAgmcy 
twelve )yeairsctggoaasiiamiptpttelerysysitiemsitinte,TSu!cSince 
then, she lhaswwokkdd in a wanietydfmrqa.yiiril'lddiii^ ‘ t: ®6-3H> 
finance, configuration mundgemmt support, and collec¬ 
tion, usually in datahhsetirittlnmretdivehbppmnt tefforts. 

Ms. Y uttentl Currently works in K254 oostkhcsojofmiarc 
de veiopmeritintatiQgorffar &MHENHE, a new dictionary 
tasking system jfar DO analysts amd dHaimnatyimatufg- 
ers. She also enjoys contributing to the Agency’s techni¬ 
cal health IbytmixthiiggaUt the NCS, mentoring iinkemm, 
participating in software jpmaemilitppmvcmmt activi¬ 


ties, and writing this paper. 
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An Amn&Bl IfFoorrl/TBTfedBdrt o r: 


REORG 


(BCHIJO) .and once again GRYPTOLOG finds ittsdlff miitt an outdated disttrilbuutionni fist 

(M)UO) W e are frantically trymDg to uuipaUanc tiiit list! fltrann tttewuiini^amruiumntniffflriis.stlilaat'uiirud - 
late, but since ()rganizatiioims<0)tfciin(U0infiiiiffi;u,s\mlllarsa[|]r[«iunfflmlJtk3s}^D[p)puiir,ttiliss is not really a solu¬ 
tion. Once CRYPTOLOG’sliionBsppgge is updated to lidfflaaUttttereoeBfitPPS&tffiOTi^^imalatottn, the 
distribution list will be available for vaimiiigsHBtHaatoir^ami^dmBKaamotif^'yhfiedifiDtor of changes 
in the number of copies needed. Until then, we a^fienpmrrpJienna;aaDd±cxmppeatdtMin if the wrong 
number of copies arniiwes iin WQninttrutiriwatuiin. Please inform fcadlthrralf any necessary dteanges. 
Individual subscribers, as allways, should inritoinnutteceddilnrvtwlieriiCliiiein girgrmiaotitDlnal designator 
changes. (For those wlto are fpuadteHHyy ttftssclcifitinndtf mi n, the print pliant no longer sends out (Osgias> 
to individuals or to organizations befow fire brand!) lkwilt; tilihsihscUmKj by the CRYPTOLOG office.) 
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Editori&l Policy :: 

(U) Technical articles aaeeppfefaeridverer those i-e41aiiigtdonmiagag«mt;nt, 
shorter over longer (under .BSMhvwd'dis). Emphasis sifeimddldbheromijiriprmgng 
NSA’stfisdhriwail performance; articles stoulHibbeaiaimidt at explainingdte^hqip- 
ments irmamBd^scaaeeeifiSklda(l)hl(bKBEiilsiMidit.it. Readers are iinuiudJUicormtiribute 
conference rappnrtLsanddeRdeiews of books, articles, software, and Ihuxliwaeetllhtit 
relate to our missions or to any of our disciplines. Editorials are afero mtlkiomicaas 
is Ihmuinraoir. Submissions imavbbqipbbllsriddnimynynitHiylv, but the iidkffliby of the 
author must telhrawsmttBthieedJttxiir. 


Submitting Articles: 

(N.B. If the followimgiiiiisIliinuitiimKaKaaiTrKsSteyyttojyyxnuaarickyiouidoalaAfiDP 
support isnciHuilp, please Ifatll free tt® aHHttatftthbef MTPirtfDDOtitLidttcoo#6963- 
5283s or enygdhg^lpmsa)) 


(TtOMB)) Send a ssolftorippywaic-unancl 1 1 to cry]|ihg<£#nsa, or send ai liurriJcappy 
accompatmixudl Ihy ai llibKlUmUddsklcetitatfxiltbLcdiiiHi r at P02 in 2001W,.(0(p>s. 1. 


Giuiidance: 

For maximum uffiuiunwsyl (lasbfar as possible wiitfllniiir tHrelilMtiis of your wtaidl 
processor)):: 

• Do not type your aittiidbiimaagiihlllfeltbrES. 

• Classify all pairatgrapllss. 

• Label all diskettes, i denti fving lihiirlekviar a <jpapatHtgig'sHy nt c m: DOS, 
UNIX)), density amdlttjgK; of word processor uisail, your name, organiza¬ 
tion, building, amil [pihoinc muntteff r. 

• FrameMato-ffimmidt is preferred; ASOltesttissaJfeBofiiiwe. f FrameMaksar 
users: pfowseddmnbt put graphics in AtadhamHWmmexiaShdses&rBre 
nearly wmjprnssitlkttwr^nmttetcDomtstafidatd.) J334 has actionwraion 
service that converts Interleaf,, WomJPteufedt, OriloLWittai,;auti>ff{b\Woxy 
into FrameMafcar.. Just attach the document to an E-Mail Craioqpwie Win¬ 
dow addressed to conwntfigmsa. 
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